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Security requirements for data storage services on

public clouds
Vitor Hugo Galhardo Moia and Marco Aurélio Amaral Henriques

Abstract— Nowadays, cloud computing is a consolidated tech-
nology and users are taking all their data to the cloud. Security
and privacy are strongly required by users who are concerned
about their data being exposed. Cryptography is one of the
solutions to avoid unauthorized access to data, but with so many
cloud service providers, can users trust them the safety of their
data? How safe are they? In this paper we present an analysis
of security features of some cloud service providers and point
out some problems. Moreover, we propose a set of requirements
for a privacy oriented cloud service and make recommendations
to improve the security and privacy offered by new and existing
providers.
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I. INTRODUCTION

In an era where privacy is becoming the main concern to

many users, services involving cloud storage of sensitive data

must be as secure as possible. Gradually the news reveal the

increasing amount of threats that surround us every day on the

Internet and end users are realizing the risks of storing their

data on public clouds without a minimal level of protection.

Techniques that can minimize the potential damages caused

by unwilling disclosure of sensitive data are necessary and

cryptography is being used to this end. Some cloud service

providers (CSP) visualized a business opportunity in this field

and started offering cloud storage solutions to minimize user’s

concern.

However, providing cryptography services is not trivial.

There are obstacles to overcome and sometimes they are

just put away by providers who prefer easy solutions or

prefer to focus on usability over security. For users, the main

obstacle in this environment might be their lack of expertise

on cryptography. They do not know exactly what it is, how this

technique can protect them and the importance of managing

the cryptographic keys.

In this scenario, we present an analysis of some features

offered by CSPs that could be harmful to users privacy and

discuss the requirements that should be met by CSPs to address

such problems. Finally, we make some recommendations that a

CSP should adopt in order to improve the security and privacy

offered to its users.

The remainder of this paper is structured as follows: Section

II presents an analysis of security mechanisms of some cloud
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services. Section III describes the requirements that should be

adopted for every CSP in order to improve their security and

the user’s privacy. And Section IV gives the conclusions.

II. ANALYSIS OF CLOUD SECURITY MECHANISMS

In this section, we will present an analysis of cloud security

mechanisms available nowadays.

Onedrive (Microsoft) [1] and Google Drive [2] are cloud

service providers that offer data storage service for its cus-

tomers for free, charging only for customized services. Both

providers use TLS (Transport Layer Security) to protect the

communication between the servers and user’s device, so all

the data sent to the servers are protected during transmission.

Users can recover their password whenever necessary (there

is a specific process for that) and can share files.

ownCloud [3] is a free and open source project that allows

users to build their own private cloud. It has an application

called Encryption App that handles all the cryptographic

services. If users enable this app, all their data is encrypted

on the server side. ownCloud allows users to choose if they

want to enable the recovery password process or not. If so,

all user’s data is also encrypted with the administrator’s keys,

and in case the password is lost, the administrator can recover

all user’s data and create a new password for him. It is also

possible to use a secure communication channel (TLS) and to

share data with other users. The ownCloud service does not

allow data deduplication on its servers [4].

SpiderOak [5] is a CSP that offers cryptographic services

which are performed on client’s side. Using a application

provided to them, users can encrypt their data before sending

to the cloud. There is a master key to wrap all the keys used

to encrypt user’s data. The master key is encrypted using

the result of a PBKDF2 (Password Based Key Derivation

Function) [6] applied to the user’s password. The data’s name

(filename) is also encrypted. Users can share their files (paid

version), but they are not allowed to recover their password

when they lose it. If this happen, they lose access to all their

data. A data deduplication process runs on the servers, but

only on each user’s account (single-user).

Wuala [7] [8] is a cloud service provider similar to Spi-

derOak. However, Wuala uses asymmetric cryptography to

encrypt user’s file keys and the deduplication process takes

place in the servers on all user accounts (cross-user). Wuala

does not have a free version.

Cyphertite [9] also uses similar cryptographic schemes to

those of SpiderOak. The main differences between them are:

Cyphertite does not encrypt filenames, it is an open source

project and users can share files.
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Credeon [10] and BoxCryptor [11] [12] are cryptographic

modules intended to be used with a CSP, like Google Drive,

Microsoft OneDrive and so on. All user’s data is encrypted

before it is sent to the cloud. While Credeon uses only

symmetric encryption, does not allow password recovery, has

no filename encryption and is not open source, BoxCryptor

has the opposite characteristics: it uses asymmetric encryption,

allows password recovery and filenames encryption and is an

open source project. However, both do not enable deduplica-

tion and use PBKDF2 to derive keys from user’s password.

Despite all security features adopted by these cloud services,

some problems still remain. In the next section, we will present

some requirements that these and other CSPs should adopt in

order to improve the security and privacy of their users. Each

CSP will be analysed with respect to each requirement.

III. SECURITY REQUIREMENTS FOR DATA STORAGE

SERVICES

In this section we propose a small set of security require-

ments for data storage services on public clouds. For each

requirement we present its characteristics and discuss how to

make good use of them from a security point of view. We

choose these requirements because we believe they are the

most important as they have direct impact on security. Also,

they can mitigate common attacks available nowadays, like

those related to unauthorized disclosure of user’s data, insecure

applications, insider attacks, account hijacking, among others.

There are other important security requirements for cloud,

like usability, and homomorphic encryption. However, we will

not discuss them here due to lack of space and because

we believe they require a deep investigation, which will be

provided in a future work.

A. Cryptographic key life cycle control

There are some recommendations provided by NIST (Na-

tional Institute of Standards and Technology) which all cryp-

tographic systems should adopt. These recommendations are

related to the management of cryptography keys, cryptoperiods

and states of cryptography keys.

According to NIST [13], cryptoperiod is the time which

a key is allowed for use, considering some factors like the

estimated effective lifetime of the key algorithm, type and

purpose of a key. The cryptographic keys go through some

states during their life. There are about 6 possible states during

the key life time: pre-activation state, active state, deactivated

state, destroyed state, compromised state and destroyed com-

promised state. The key state changes in some specific events,

such as the expiration of a cryptoperiod or the detection of

a compromised key. More details about the states and all the

possible transitions can be seen in ref. [13].

None of the CSPs presented in section II respect the cryp-

tography key life cycle. They do not control the states of the

keys as recommended by NIST and there is no cryptoperiods

clearly defined for the keys. This fact may not seem so

important now, but in the long term, it could compromise

the security of the user’s data and even the security of the

whole system. We recommend that some kind of key life cycle

control is implemented in a more privacy conscious system,

even if this control is as simple as the one provided by a

traditional public key infrastructure (PKI).

B. Security with Deduplication

According to Harnik et al. [14], deduplication is a technique

that stores only a copy of a redundant data. Instead of making

other copies, it creates links of that data in order to save

disk space. There are two basic approaches to perform this

technique: target-based and source-based. In the target-based

approach, the client is unaware of the deduplication, because

this process occurs on the CSP after users send their data. The

CSP handles it and the main objective is to save disk space.

In source-based approach, the client application is responsi-

ble for the deduplication process and it takes place before the

data is sent to the cloud. The objective of this approach is to

save disk space and bandwidth. The application communicates

with the cloud provider to verify the existence of an equal data

on the cloud storage infrastructure. If so, the CSP just create

a link of this data on the client’s account and the process is

concluded. On the order hand, if there is no equal data stored,

the application sends the data to the cloud and stores it.

An important characteristic of deduplication is the search

space when looking for equal data. If the CSP receives a

request to verify if a certain data is already stored and look

up only in the user’s space, it is a single-user deduplication.

But instead, if the CSP look up in all user spaces for an equal

data, it is a cross-user deduplication. The latter method can

save more disk space since a group of users could have the

same file (like a famous music) but it is more vulnerable to

an attack as explained below.

Harnik et al. [14] points out a vulnerability in the dedu-

plication process: The identifying files attack. All providers

that use sourced-based approach with cross-user deduplication

mode are vulnerable. The attacker has a certain file and wants

to know if someone else has the same one. He sends it to

the cloud and keep monitoring the network to see if his file

is uploaded or not to the cloud. If there is no equal file in

the cloud, it will be uploaded. Otherwise, the file will not be

sent and the attacker can conclude that someone had already

uploaded the same file. One possible situation where this

attack can be useful is the case where an authority wishes

to verify if someone is storing a particular file in a provider.

If so, this authority can demand the file owner identity from

the CSP.

The CSPs that use deduplication are SpiderOak, Cyphertite

and Wuala. The first two make use of single-user approach

while the latter cross-user. We could not determine if the pro-

cess executed by these three CSPs were target-based or source-

based due to a lack of information. There is no information

about deduplication on OneDrive, so we could not analyse it.

However, in order to avoid attacks as the one described and

to obtain some benefits from deduplication, we recommend

that this technique should be used on target-based approach.

This will save disk space and protect the user’s privacy.
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C. Separation of Passwords

A common feature on Internet service that requires an

authentication process is the password recovery. If users forget

their passwords they can go through this process and get back

their passwords or create new ones.

However, this might not be a good solution for CSPs with

cryptographic services. Usually user’s files are encrypted using

keys based on their passwords. If an user forgets his password,

it will not be possible to decrypt the keys and the user will

lose access to all his data. But, if the CSP can recover user’s

password, it has access to user’s keys somehow. In this case,

the user is not the only one capable of accessing his files and

he is indirectly sharing those files with the CSPs. This might

not sound good for those users very concerned about privacy

and they might not adhere to this service.

Separation of passwords is related to the separation of the

authentication password from the one used to encrypt user’s

keys. In this way, users will have two passwords, one used

to authenticate them with the CSPs, and another, unknown by

the CSPs, used to encrypt user’s keys, which is not stored

anywhere and is used only on user’s device.

Nevertheless, there might be cases where users work for

companies which own their data. It could be interesting for

those companies to be able to recover a key in cases where

their staff is not available to give them access to the data stored

securely.

The CSPs that allow password recovery are OneDrive,

Drive, ownCloud and Boxcryptor (paid version). Boxcryptor

has a customized version for companies that covers the exam-

ple mentioned above.

The password recovery could be a good solution to release

the users from the burden of losing a password but, on the

other hand, it gives someone else the ability to access the data

stored. Some users would rather have this option than losing

all their data, while others not, specially those more concerned

about their privacy. We think that the right answer could be

simply letting the user choose to enable or not this feature and

this is the approach we recommend with respect to password

recovery.

D. High level of secrecy

The levels of secrecy are classified according to the amount

of privacy they provide.

• Level 1 - Communication channel encryption

(CCE): This level is related to the CSPs that

use no cryptography beyond the encryption of the

communication channel, using technologies like

SSL/TLS (Secure Sockets Layer/Transport Layer

Security). The client’s application and the CSP create

a tunnel where all the information/data that go through

this tunnel is encrypted. The communication is also

protected against tampering and sniffing attacks. It is

important to clarify that this level only provides secrecy

in the communication channel. The data will be sent

to the CSP in encrypted form but it will be decrypted

and stored in plain text when it arrives there. The CSP

will have access to the user’s data and it can use this

ability to improve search mechanisms or advertising.

Besides, it will be easier to do deduplication. Sending

and receiving data in this case require four cryptographic

operations (client encryption, server decryption, server

encryption and client decryption). However, as there is

no cryptography of data at rest, there is no overhead for

users related to key management and the entire process

is transparent for users.

• Level 2 - CCE and server-side encryption: This level

corresponds to the application of cryptographic protocols

by the CSPs to protect user’s data while in transit and at

rest. After receiving the data, the CSPs encrypt and store

it in their servers. Figure 1 illustrates the basic scenario

where data is sent to the cloud through a encrypted

channel. The CSP generates a secret key used to encrypt

user‘s data before storage. The secret key is wrapped

with a public key and saved with the corresponding data.

Figure 2 covers the recovery process, when the private

key is used to decrypt the secret key that is used to open

the user‘s data. Then the data is sent back to the user

through a encrypted channel.

Fig. 1. Level 2 - Storage

Fig. 2. Level 2 - Recovery

Most of the security stands at the CSPs. They are respon-

sible for managing the cryptographic keys. As a result,

they are able to access user’s data as in Level 1, and,

among other things, they can apply deduplication to the

plaintext files. In this level, sending and receiving data

require six cryptographic operations: Four, as in Level 1,

plus two required in this level for encrypting when data

arrives at CSP and decrypting when it leaves.

Some CSPs encrypt the secret key and/or the private

key using user’s password. This may be a good way to
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keep all the keys safe, but it will make the recovery

process harder. Level 2 also does not require that users

worry about key management, as the CSP assumes this

overhead.

• Level 3 - Client-side encryption: The most privacy

friendly level is the one where data encryption is done

in user’s machine, before it leaves. Some CSPs provide

applications for users to perform all the cryptographic

operations locally. However, some users prefer to out-

source these applications to trusted third parties. Then

they send (and receive) only encrypted data to (from) the

cloud. In this level, the process of sending data to the

CSP does not require a secure communication channel

as in Level 2 because the data is already encrypted. If an

attacker can somehow get the data during the transmission

phase, he won’t be able to read it. In this level the CSPs

are not capable to do any processing in the data. The

deduplication process is not performed easily anymore.

The user needs to take some specific measures, like

encrypting the data using its own hash as a key, for

example. In this case identical files will remain identical

after encryption. The user’s password can also be used

to encrypt his keys, but it is safer to use a different

password (encryption password) from the one used in the

authentication process at the CSP (login password, which

could be known somehow by the CSP - by storing it plain

text for instance). However, with a encryption password

unknown by the CSP, the user will lose access to all

his data if he forgets this password, since key recovery

process is not possible anymore. This level demands

less cryptographic operations when sending and receiving

data, requiring only two operations: data encryption on

client when uploading and decryption on client when

downloading. However, as a drawback, we point out the

key management overhead that will be placed on users.

This is an important concern because all the security

stands on the cryptographic keys, and it could be a burden

for some users to handle them. Figure 3 and 4 illustrate

a basic scenario of storing/recovering files using a Level

3 architecture. Every file is encrypted using a different

secret key that is wrapped with the owner’s public key.

The file and secret key (both encrypted) are stored in the

cloud and the recovery process requires the download of

both. First, the secret key is decrypted with the user’s

private key and then it is used to decrypt the file. The

user must be aware that the data is unprotected while in

his computer. This ends our explanation about Level 3.

All the CSPs discussed so far can be classified according to

these levels. Microsoft OneDrive and Google Drive are Level

1 CSPs. ownCoud (with Encryption App) fits in Level 2. The

rest of the CSPs (SpiderOak, Cyphertite, Wuala, Credeon and

BoxCryptor) belongs to Level 3.

Analyzing these levels we can conclude that the most

recommended from the privacy point of view is Level 3. We

can justify this affirmative with the fact that the user is the only

one who has access to his data. In terms of usability, Level 2

Fig. 3. Level 3 - Storage

Fig. 4. Level 3 - Recovery

is the recommended as the CSP handles the cryptographic key

management for the users. We believe that a better solution

would be to use Level 3 with an application that would

manage user’s keys (only at client side) in an easy and almost

transparent way, reducing the overhead on the user.

E. File attributes encryption

Another important security service that CSP should provide

is file attributes encryption. Some attributes, especially file-

names, are usually related to the file content, so, in plaintext

form, they could help an attacker making a decision on which

files are worth stealing. If cryptography is applied to the

attributes, an attacker will have a hard time figuring out which

file is interesting to him.

Just a few providers (SpiderOak, Wuala and Boxcryptor)

offer this kind of service and they usually charge for it. The

reason might be because this service requires a more complex

management. However we recommend it for those requiring

an extra level of privacy.

F. Source and executable code signatures

Normally the CSPs do not have their source codes open to

the community for review. This fact may decrease the trust of

users on the CSP because they have to believe that the codes

are really secure. It’s not enough for the community to have

the CSPs word; it has to see the codes and how they really

works. Besides, this could also be good for the CSPs, once

the community could help them improve their codes, pointing

out real and potential vulnerabilities.

However, having access to the source code may not be

enough. It is necessary to have proofs that the running code is

really the one generated by the open source code. In order to
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give such guarantee, providers could use techniques like code

signing.

The CSPs that have their source codes available for the

community are: Cyphertite, ownCloud and Boxcryptor. All of

them store their codes on the GitHub platform. However, none

of them use techniques like code signing. We recommend

the publication of source code and a strict process for both

source and executable code signing and verification in order

to provide a more secure cloud service.

G. Multi-factor authentication

Multi-factor authentication is the process that combines

two or more authentication methods to verify someone’s

identity. Usually these methods use something the user know

(password), something he has (cryptographic device) or even

something he is (fingerprints, iris, voice etc.). Nowadays it is

easy to find two factor authentication using login/password and

mobile phones [15]. The login/password is the most common

way of authentication and does not require extra equipment.

Besides that, people are already familiar with it. However,

as mobile phones became popular, they are being used as a

second factor to improve the authentication process.

The same idea could be adopted to cloud storage. When

cryptography is used to protect user’s data, all the security

could fall down if someone else get the user password. Some

CSPs use user’s password to derive a symmetric key to

encrypt/decrypt user’s private key. In this kind of solution,

user credentials are the weakest link on the whole system.

If an attacker could get these credentials, all user’s data are

compromised. Indeed this attack is not so hard these days,

when users have to manage multiple passwords every day.

There is a lot of services on the Internet that require an identity,

which translates in a new login/password. With so many

accounts, users tend to create passwords easier to remember,

and also easier to attack. There are also other ways to get

user’s password, like using malwares or social engineering,

but this subject is beyond the scope of this work.

Some of the CSPs addressed here do not offer better ways to

authenticate users, relying on only the login/password method.

Onedrive and Google Drive are the only ones that offer the

possibility of a two-factor authentication, using user’s mobile

phone as an extra method.

In order to improve authentication and prevent an attacker

from getting user’s password and access all his data, we

recommend to integrate at least two-factor authentication into

the CSP architecture.

IV. CONCLUSION

In this paper we presented an analysis of some security

features offered by CSPs and showed that they could be

insufficient to guarantee user’s privacy. We also presented

some requirements that CSPs should adopt in order to improve

security and privacy in their services, as for example, a

classification level for CSPs according to where and how key

management is done.

We found that the most popular CSPs have a lot of space for

improvements with respect to the user’s privacy point of view.

Moreover, we found that key management may be a overhead

too heavy for end users and this is probably one of the main

reasons for some CSPs to take the burden of such management.

However, none of the CSPs studied give the user a chance to

choose which key management to use, and just a few use better

ways to authenticate their users besides login and password.

Moreover, none meet all the requirements proposed in this

paper to improve security and privacy. There are still some

requirements that are not fulfilled by anyone, like the key life

cycle. Some of the providers have their codes available, but

do not offer ways to prove that the application running in their

servers is indeed the result of a compilation of the code made

available.

As future works we point out an analysis of the imple-

mentation of two-factor authentication in some CSPs and

the proposal of a protocol to simplify the management of

key life cycle, allowing more end users to gain full control

over their keys and, consequently, over their data stored on

clouds. There is also a need to create an easier way to

audit applications and prove their authentic relation comparing

with some available code. Furthermore, we plan to study

deeply other important security requirements as, for example,

the usability, which is frequently left out from more secure

systems, and homomorphic encryption, which can provide a

completely new class of security services.
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