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A Self-Organizing Map with Temporal
Aggregation for DDoS Detection in SDN (SOM-TAD)
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Abstract— This paper proposes ''SOM-TAD'", a DDoS detection
and mitigation framework for Software-Defined Networking (SDN)
based on unsupervised learning and temporal anomaly modeling. The
architecture extends SDN with Management and Knowledge Planes, de-
coupling data processing, inference, and control. Self-Organizing Maps
(SOM), trained on benign traffic, model normal behavior using statis-
tically normalized quantization error. A multi-resolution ensemble and
temporal evidence aggregation improve robustness against distributed
and low-rate attacks. The system operates consistently in offline and
real-time modes and integrates with an event-driven SDN controller
for autonomous mitigation. Experimental results demonstrate high
separability and effective detection of multi-vector DDoS attacks.

Keywords— Software-Defined Networking, Temporal Aggregation
Detection, DDoS, Artificial Intelligence.

I. INTRODUCTION

The increasing complexity of network attacks has driven
the development of more robust, scalable, and secure network
architectures. Conventional security tools, including antivirus,
anti-spam, and firewall solutions, are effective against known threats
but often struggle to detect novel and sophisticated attacks [1]. In
this context, Software-Defined Networking (SDN), combined with
Machine Learning (ML) and network simulation tools, enables
more dynamic and centrally managed network environments than
traditional architectures [2].

SDN separates the control and data planes, migrating network
intelligence from distributed hardware devices to a logically
centralized controller [3]. However, this centralization introduces
vulnerabilities across the data, control, and application planes,
including DDoS attacks, controller compromise, and man-in-
the-middle attacks [4], [S]. DDoS attacks remain particularly
challenging because existing solutions may fail to reliably
distinguish legitimate from malicious traffic, exposing controllers
and forwarding devices to saturation [6]. Moreover, conventional
SDN architectures and current ML- and Deep Learning-based
security solutions remain predominantly reactive and insufficiently
adaptive to dynamic attack scenarios [8]. Structural vulnerabilities,
including controller centralization and limited TCAM capacity,
further enable low-rate DDoS attacks that cause controller
saturation, control—-data plane congestion, buffer exhaustion, and
flow-table overflow through continuous rule installation [9], [10].

Recent studies advocate redesigning SDN architectures through
the integration of a Knowledge Plane (KP) [7]. Accordingly,
this work proposes an extended SDN architecture integrating
a Knowledge Plane and a Management Plane (MP) to enable
automated, intelligent, and adaptive DDoS detection and mitigation.
The architecture is experimentally evaluated in a Mininet-based
virtual environment using a flow-level Self-Organizing Map (SOM)
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combined with temporal evidence aggregation. Unlike conventional
SOM-based approaches that treat flows as isolated observations, the
proposed method models malicious activity through the temporal
persistence and accumulation of anomalous patterns, enabling con-
textual and behavior-oriented detection from evolving traffic states.

The scientific contributions of this research include a hybrid
knowledge-driven SDN architecture extending the conventional
model with MP and KP, separating data processing from
analytical intelligence and enabling multi-level detection. The
proposed unsupervised statistical model uses benign traffic to
learn normality through a multi-resolution SOM ensemble and
statistical normalization of the quantization error (QE). A temporal
intelligence mechanism aggregates anomaly evidence over time
to capture persistent behavior and detect distributed and low-rate
DDosS attacks. Finally, an offline—online pipeline operationalizes
the architecture for real-time detection and mitigation through
a reproducible and deployable SDN framework that preserves
semantic consistency between training and operation.

The remainder of this paper is organized as follows. Section
IT presents the related work. Section III describes the proposed
methodology. Section IV discusses the experimental results, and
Section V concludes the paper.

II. RELATED WORK

Based on the literature review, Tables I and II summarize
representative SOM-based approaches in SDN and compare them
with the proposed framework in terms of temporal aggregation,
low-rate attack detection, SDN integration, and hierarchical decision-
making. The comparison highlights the framework’s architectural
and methodological novelty, while a controlled experimental
baseline isolates the contribution of temporal evidence aggregation.

III. METHODOLOGY
A. System Overview.

The proposed multi-plane SDN architecture (Figure 1) transforms
captured traffic Data — Information — Evidence — Knowledge —
Action. The MP collects and preprocesses flows through semantic
normalization, data cleaning, feature engineering, and statistical pre-
processing to produce the feature vector ¢(F'). It exchanges informa-
tion with the KP, Control Plane (CP), Data Plane (DP), and Applica-
tion Plane (AP) through Interfaces (6), (5), (7), and (8), respectively.

The KP receives ¢(F) and performs normal-behavior
modeling, anomaly quantification, statistical evidence analysis,
multi-resolution fusion, temporal aggregation, and knowledge
construction, maintaining behavioral states and generating semantic
events. It communicates with the MP and CP through Interfaces (6)
and (11), respectively. The CP validates and deduplicates semantic
events, synchronizes operational state, evaluates policies, selects
mitigation strategies, generates and installs rules, and provides rule
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consistency, auditing, traceability, and state persistence. It interfaces
with the MP (5), KP (11), AP (2), and DP (1).

The AP abstracts service intents into action requests, whereas
the DP forwards traffic, collects network metrics and statistics, and
maintains the local network view. The AP and DP communicate
with the CP through Interface (2) and Interface (1), respectively,
while the DP also provides network data to the MP through Interface
(7). Thus, the architecture is coordinated by Interfaces (6), (11), (5),
(2), (1), (8), and (7), which exchange traffic data, feature vectors,
analytical knowledge, control decisions, application requests, and
network-state information across the MP, KP, CP, AP, and DP.

In the following equations, X denotes the input space; x * ¢
the flow feature vector at time ¢; d the feature dimension; W the
temporal aggregation window; ¢(-) the feature-mapping function;
1 and o the normalization mean and standard deviation; w ¢,
the weight vector of SOM neuron (i,5); (i*,5*) the Best Matching
Unit (BMU); QE(x) the quantization error; z(x) the normalized
anomaly score of SOM Sy; S(x) the final ensemble anomaly score;
7 the anomaly threshold; A, the accumulated temporal evidence;
6 the decision threshold; and ¢(-) the mitigation decision function.
B. Data Plane (DP): Traffic Generation and Flow Representation

The DP is responsible for packet forwarding and traffic
generation. Raw packets are aggregated into flows defined by
the 5-tuple (src_ip,dst_ip,src_port,dst_port,protocol). From a
computational perspective, this plane produces the input space:

X={z, ) x,€R? (1)

in which each x; corresponds to a feature vector derived from
flow-level statistics over a temporal window.

C. Management Plane (MP): Feature Engineering and Temporal
Modeling

The MP implements the transformation:

¢ Xyaw —R? )

This includes:
1) Temporal aggregation: flows are grouped per source IP
within a sliding window W, producing:

v =¢({flows};_y) 3)

2) Feature construction: statistical descriptors such as packet
rate, byte rate, flow count, and protocol distribution.
3) Normalization: feature scaling is applied:

= @)
g

This plane defines the input distribution used by the learning
model and ensures consistency between training and inference.
D. Knowledge Plane (KP): SOM-Based Anomaly Detection

The KP implements the core learning and inference mechanisms.

::ﬁ:

1) Topological Learning
A Self-Organizing Map (SOM) is defined as a grid of neurons
with weights w; ; € R?, the Best Matching Unit (BMU) is:
®)

(¢%,57) =arguin||z—w;
Training is performed using only benign data, enabling the
model to approximate the manifold of normal traffic.
2) Anomaly Scoring

TABLE I
COMPARATIVE SUMMARY OF SOM-BASED APPROACHES IN SDN

Authors Scope Method / Algorithm Architecture Key Contribution Limi
[9] saidane et al. 2023 Secure routing under DDoS | ML-based Suspicion Risk Factor | SDN (Data + Control) Security-aware routing avoiding | Depends on classifier quality;
in SDN (SRF) suspicious nodes; improved routing-focused approach
throughput over OSPF
[11] Liu et al. (2023) Real-time DDoS detection LDA + Supervised SOM Centralized SDN 98.2% accuracy with reduced Requires labeled data
(LSSOM) classification time
[12] Marleau et al. | IP spoofing-based DDoS BCP 38 + SDN filtering SDN Edge-Control Efficient spoofing prevention with Cannot mitigate attacks from
(2024) mitigation architecture low computational cost legitimate IPs
[13] Saravanan et al. | Cyberattack detection in ESN + Deep Learning Centralized SDN 97.78% detection rate with reduced Limited real-time validation
(2024) SDN false positives
[14] Jie Ma et al. (2025) Collaborative DDoS defense | Federated Learning + SMPC + | Distributed SDN / Edge Privacy-preserving and scalable | High  coordination  and
in SD-AloT Semi-supervised Detection collaborative defense computational complexity
[15] Thorig, Ibrahim et | DDoS detection in SDN Autoencoder + Deep Forest + | Centralized SDN Detection accuracy above 99% with Possible  overfitting  and
al (2025) GAN robust feature learning limited dataset validation
Proposed Work Detection of distributed/low- | SOM-based behavioral analysis + | SDN + KP and MP Temporal behavioral analysis + | Requires evaluation under
rate DDoS attacks in SDN temporal aggregation separated management + intelligence large-scale + heterogeneous
layers traffic conditions

TABLE I

COMPARATIVE ANALYSIS BETWEEN EXISTING SDN-BASED DDOS DETECTION APPROACHES AND THE PROPOSED ARCHITECTURE.

Architectural Dimension Conventional SDN DDoS Detection SOM/GH-SOM Approaches | Aggregation-Based Approaches Proposed Architecture
Temporal Evidence Aggregation Limited No Partial Explicit Multi-Stage Aggregation
Detection of Distributed and Limited No Partial Explicitly Supported
Low-Rate Attacks

Training—Inference Consistency Limited/Partial No Limited Unified Processing Pipeline
Integration with SDN Control Basic Partial Partial KP-MP—Controller Integration
Infrastructure

Knowledge Plane and No No No Formally Defined
Management Plane Separation

Hierarchical Analytical Decision No Limited Partial Explicit Decision Realization
Process

Separation ~ Between Feature No No Partial Architecturally Separated
Engineering and Intelligence
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The anomaly score is computed as the Quantization Error:

QE(z) =z —w;- ;- ©)
This score is statistically normalized:
E(x)—
()= @D oz ™
OQE

3) Multi-Resolution Ensemble
Multiple SOMs S_k with different grid sizes are used. The

final score is:
S(x)= maxzy (x) ®)

4) Temporal Evidence Aggregation
To incorporate persistence, anomaly evidence is accumulated

over a window:
t

> US(zv)>) ©)

t'=t—W

A=

A flow is classified as anomalous if: A; > 6. This mechanism
models temporal consistency and improves robustness against

noise and low-rate attacks.
E. Training and Inference Consistency

The methodology is divided into:

- Offline phase: estimation of u,o,uor,0QE,T,0 and training
of SOM models.

- Online phase: real-time computation of S(x) and A_t

Both phases share identical preprocessing and feature mappings:

¢train = ¢tcst~

E. Control Plane: Decision and Mitigation:

The Control Plane maps detection outputs to network actions. Let:
e=(src_ip,S(x),t)

The decision function:

g(e) — flow rule

G. Application/Interface Layer: System Integration

An event-driven interface connects the Knowledge Plane to the
Control Plane. Alerts are generated when:

S(x)>T and A;>0

These events are transmitted to the controller, ensuring real-time
response and synchronization between analytical inference and
control execution. The proposed architecture extends SDN into a
five-plane model: Data, Control, Application, Management, and
Knowledge, integrating a complete machine learning pipeline for
DDoS detection and mitigation.

IV. EXPERIMENTAL RESULTS

A. Scenarios and Experimental Setup

The network comprises six hosts: hl acts as the HTTP target
server; h2 and h3 implement MP and KP, respectively. h4 and h5
generate multi-protocol DDoS traffic {CMP, UDP, and TCP); and
h6, legitimate ping traffic. The physical host executing Mininet
assumes the function of the POX controller. The attack script
intensity is statistically determined from the empirical packet-count
distribution of the input flows. For each malicious flow, the number
of generated packets is sampled from a Gaussian distribution
centered at three times the original packet count and clipped to
the interval [Qoo,3.Qoo]; (= 125M B/s). The resulting packets
are transmitted without an explicit inter-packet delay, while a 10-s
pause is introduced between consecutive flows.

During the offline phase, SOM models are trained using a
previously collected dataset [11]. Different grid configurations
(10x10, 20%x20, and 30x30) are evaluated. This stage aims to
identify the most suitable model configuration and to define the
detection thresholds. For all “Quantization Error Convergence of
SOM” graphs, the X-axis represents Training Epochs, while the
Y-axis (QE) represents the Euclidean distance between the input
vector and the BMU weight vector.

1) Description of SOM Training Results: The Figure 2
illustrates the convergence behavior of the 10x10 SOM, where
the quantization error progressively decreases from approximately
3.2-3.4 to nearly 1.5 after about 900 training epochs, indicating
stable self-organization and good generalization without significant
overfitting. However, despite this convergence, the limited grid
resolution restricts its ability to accurately represent complex and
highly variable traffic patterns, such as multi-vector DDoS scenarios.

The Figure 3 of The SOM with a 20x20 grid, shows an initial
quantization error around 3.2, followed by a smoother and more
gradual reduction, converging to approximately 1.0-1.1 after about
2000 epochs. This behavior reflects a richer representation space and
improved fine-tuning of neuron prototypes, while the strong align-
ment between training and validation curves indicates robust gener-
alization. The increased grid dimensionality significantly enhances
the model’s ability to discriminate between legitimate and malicious
traffic, particularly in detecting subtle and distributed DDoS patterns.

The Figure 4 of the SOM with a 30x30 grid, exhibits an initial
quantization error consistent with previous models, followed
by a more prolonged and continuous reduction, converging to
approximately 0.8-0.9 after about 2800-3000 epochs. The minimal
gap between training and validation curves indicates excellent
generalization, while the slower convergence reflects a more
detailed learning process. This higher grid resolution provides
superior representational capacity, enabling more accurate modeling
of network traffic and improved detection of subtle patterns
associated with sophisticated DDoS attacks.

B. Experimental (inference) Results

In the online phase, four scenarios were evaluated: legitimate
ICMP traffic generated by host h6; malicious traffic generated by
hosts h4 and h5 using the attack-generator-mininet.py script; a
hybrid scenario combining legitimate and malicious flows; and a
final scenario using sustained ICMP traffic from host h6 to evaluate
the Temporal Evidence Aggregation module. In this phase, TP
and TN represent correctly classified attack and legitimate traffic,
while FP and FN correspond to classification errors.

Under Scenario 1 (Figure 5), which consists exclusively of ICMP
traffic considered legitimate, the framework achieved an accuracy
of 77.42%, with TN = 120, FP = 35, TP = 0, and FN = 0, corre-
sponding to a False Positive Rate (FPR) of 22.58%. Since no attack
instances are present, Precision, Recall, and F1-score for the attack
class are not applicable. Although most legitimate observations are
correctly classified, a non-negligible fraction is incorrectly identified
as anomalous. This result should be interpreted in the context of
the evaluated traffic pattern, which consists of highly repetitive and
temporally persistent ICMP echo traffic and differs from the more
heterogeneous traffic typically generated by legitimate users. The
ablation between temporal aggregation and no temporal aggregation
indicates that the increase in false positives is introduced by the tem-
poral aggregation mechanism. The repeated ICMP pattern generates
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Fig. 1. Proposed Architecture.
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recurring anomaly evidence that is accumulated across consecutive

observations, eventually causing the aggregated evidence to exceed

the decision threshold despite the absence of malicious activity.

Therefore, the observed FPR reflects a limitation of the temporal
aggregation mechanism under highly repetitive legitimate traffic
and should not be generalized to legitimate traffic in general.
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SCENARIO 1 - LEGITIMATE TRAFFIC ONLY (Ping h6 — h1)
Model Performance: Moderate Global Accuracy and High False Positive Rate
[ SUMMARY

The framework was evaluated using exclusively legitimate ICMP traffic. Although most flows were correctly cla
the temporal aggregation mechanism accumulated recurring anomaly evidence generated by the highly repetitive ICMP paﬂem,
leading to false positive decisions.

‘GLOBAL ACCURACY RECISION (ATTACK) RECALL (ATTACK) F1-SCORE (ATTACK) FALSE POSITIVE RATE (FPR)
77.42% 0.00% N/A* N/A* 22.58%
(120 155) i (No positive samples) (No positive samples) (35 /155)
""’"‘;"&L‘Ii:‘.’“" Moo (all wed-md Undefined Undefined Proportion of legitimate traffic
(egitimate incorrectly classified as attack
CONFUSION MATRIX (Counts) METRIC COMPARISON (%) DISTRIBUTION OF PREDICTIONS

PREDICTED (Model Prediction)
Attack (1) Count
2 120 | 80

Legitimate (0)

77.42%

REAL (True Label)

77.42%
(120)
30 ‘

0
|
[[N=120 | Fp=35 | FN=0 | TP=0 | |

B Predicted as Legitimate (0)
B Predicted as Attack (1)

77.42% (120 flows)
2258% (35 flows)

Global  Precision  Recall  F1-Score
Accuracy  (Attack)  (Attack)  (Attack)

INTERPRETATION

| * Recalland F1-score are undefined when no positive ovtuatn th robotnees ot dockion machariom, :aﬂ':w Alltraffc was legtimate (100%).
samples (attacks) are present. than the attack detection capabiy. However, 22.58% of legitimate flows were
The obss y ttack (false positives). |
e ) KEY INSIGHTS SCIENTIFIC CONCLUSION
S emoad ) Temporal aggregation ncreases sensitivity o persistent behavior
L . ke i " but may accumulate recurring anomaly evidence from highly
o Precisin,real, and F1-scor for repetitive legitimate ICMP trffi, increasing flse positives.

heterogeneous traffic generated by legitimate users.

Fig. 5. Graphs of Scenario 1.

Under Scenarios 2 and 3 (Figure 6), corresponding to pure attack
and hybrid traffic, respectively, the proposed framework consistently
converges to anomaly decisions. In Scenario 2, all 57 attack instances
are correctly detected (TP =57, FP =0, TN = 0, FN = 0), achieving
a 100% Detection Rate; negative-class metrics are not applicable
because no legitimate traffic is present. In Scenario 3, the framework
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Scenarios 2 and 3 Pure and H¥br|d Attack Environments
Windows

Model Anacks Lead to’ d Decision Collapse

a genuinely persistent malicious behavior.
V. CONCLUSIONS

resulting in the decision
SCENARIO 2 — PURE ATTACK ENVIRONMENT

SCENARIO 3 — HYBRID ENVIRONMENT

(Only Attack Traffic Present) (Attack + Legitimate Traffic Present) . . . .
el AR A AR This paper proposes a hybrid, multiplanar SDN architecture

100.00%  100.00%  100.00%  100.00%  100.00% oy e | 10000% | 81.20% 100.00% . o . .
e B e o -~ R P O .,.;‘::)“ for DDoS detection and mitigation based on an unsupervised of-
onsemggL R | peowmow | ewesumeess | wecemwon - fline—online pipeline. Detection is performed at three levels through
am & e - =] fme o TR = 2l “"‘ an ensemble of SOMs, combining individual flow analysis, temporal
i o E 4 g'ﬁ"’“ ™ 2 E Zi evidence aggregation, and behavioral analysis of coordinated flows

T k) o
PREDICATION DISTRIBUTION

originating from different sources. The results demonstrate effective
detection under both controlled and high-intensity attack scenarios.
The approach also identifies persistent low-rate anomalies that

TP = Total number of correctly prodicted attacks (a)
FP = Total number offlse positives (none)
N = Total number offalse negatives (none)

B Procicod as Atack (1)
57 (10000%)
Prociciod a5 Logimato (0)
0(000%)

@MT‘ = WA IO commeTeo) oo NAY TeMain inconclusive when individual flows are analyzed in
e e T - g, fmeemreseesy - jsolation. The architecture progressively transforms raw data into

(FPR=100%). dotrimont of roservation of normalty.

Notation:

information, evidence, and behavioral knowledge. Based on this
knowledge, it enables autonomous and adaptive mitigation through
the SDN controller, with mitigation actions adjusted according
to the identified risk level. The current evaluation is limited to a
Mininet-based emulation environment. Future work will evaluate the
architecture in larger-scale and more realistic SDN environments.

Notes:
+InScenario2, T = Truo Nogatives.

L
1= ot of gt flows (Sconario ) PN = Falso Nogatives.

Fig. 6. Graphs of Scenario 2 and 3.

SCENARIO 4 — PERSISTENT LOW-RATE ICMP ATTACK (h6é - h1, ping -s 200)
Evaluation of the SOM-Based Detector with and without Temporal Evidence Aggregation

mporal successi across wi
‘The resulting persistence-sensitive d nabled the complete detection of the persistent low-rate ICMP attack.

ACCURACY PRECISION (ATTACK) RECALL (ATTACK) F1-SCORE (ATTACK) DETECTION RATE (DR)
100.00% 100.00% 100.00% 100.00% 100.00%

(677 67) (67 / 67) (67/67) (67/67) Al attacks detected
) (1]

NOTE: Because all 67 observations belong to the attack class, negative-class metrics such as the False Positive Rate are not applicable.

CONFUSION MATRIX (COUNTS) DISTRIBUTION OF PREDICTIONS

PREDICTED (Final Decision)

CCOMPARISON OF METRICS (%)
100% 100% 100% 100%  100%

Legitimate (0)  Attack (1) Predicted as Attack (1)
L-qinr:m- ©) ™ P g 100.00% (67 flows)
i ! o [ g Predicted as Legitimate (0) [2]
S
= = g 0.00% (0 flows)
Attack (1) o 67 d

Aoy P R Pl ScorsDecton [

All 67 persistent low-rate attack flows
(Atack) (Attack) (Attack)  Rate

TN=0 | FP=0 | FN=0 | TP=67 were correctly classified as anomalous.

ABLATION: SOM WITHOUT TEMPORAL vs. SOivi + TEMPORAL
SOM WITHOUT TEMPORAL AGGREGATION SOM + TEMPORAL AGGREGATION
Instantaneous assessment - partial detection - FN = 5 > 0 Persistence-sensitive decision - TP = 67 - FN =0
SCIENTIFIC CONCLUSION [4]
‘The SOM combined with temporal evidence aggregation enhances sensitivity to pemsum behavioral pattens. The ablation analysis confirms that temy
assessment, low-rate ICMP attack.

Fig. 7. Graphs of Scenario 4. (5]

yields TP = 39, FP = 18, TN =0, and FN = 0, resulting in 68.42% 6]
Accuracy and Precision, 100% Recall, an F1-score of 81.2%, and
a 100% False Positive Rate. In this results, the confusion matrices
and associated visualizations indicate a collapse of discriminative
capacity caused by temporal aggregation, where high-volume
attack traffic dominates the feature space, masks legitimate
patterns, and induces a majority-driven constant anomalous
classification behavior regardless of traffic heterogeneity.
Under Scenario 4 (Figure 7), which consists exclusively of a
persistent low-rate [CMP attack, the proposed framework correctly
classified all 67 malicious flows, yielding TP = 67, FP =0, TN =
0, and FN = 0, with 100% Accuracy, Precision, Recall, F1-score,
and Detection Rate. Since the scenario contains exclusively attack
instances, negative-class metrics such as the False Positive Rate
are not applicable. The ablation between the SOM-based detector
with and without temporal aggregation showed that the SOM alone
detected only part of the attack flows, resulting in false negatives,
whereas the combined SOM-temporal aggregation framework
correctly detected all malicious flows. These results provide
experimental evidence that temporal aggregation enhances the
detection of persistent behavioral patterns by incorporating temporal
persistence into the decision process, consequently enabling the
complete detection of the persistent low-rate attack evaluated in this
scenario. In contrast to Scenario 1, where highly repetitive legitimate
ICMP traffic led to the accumulation of recurring anomaly evidence
and increased false positives, Scenario 4 demonstrates the beneficial
effect of the same persistence-sensitive mechanism for detecting
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