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Noise-Dependent Eavesdropping Strategies in
BB84: A Quantum Circuit Learning Approach
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Abstract— Quantum circuit learning (QCL) has been proposed
to optimize eavesdropping attacks on BB84. We investigate the
behavior of learned attacks under depolarizing, bit-flip, phase-
flip, amplitude-damping, phase-damping, and combined noise.
After validating the variational model against the noiseless phase-
covariant cloning machine (PCCM) frontier, we compare the
optimized QCL attacks with analytical PCCM reference points
evaluated under the same noise conditions. Results show that
deviations from PCCM behavior depend primarily on noise
structure: basis-dependent channels induce asymmetric strate-
gies, whereas depolarizing noise largely preserves symmetry.
Consequently, aggregate figures of merit may hide basis-resolved
asymmetries within the restricted attack model considered here.

Keywords— Quantum key distribution, BB84, quantum circuit
learning, noisy quantum channels, phase-covariant cloning

I. INTRODUCTION

Quantum key distribution (QKD) is one of the most promi-
nent applications of quantum information science because
it enables secure key establishment based on physical prin-
ciples rather than on computational assumptions. Since the
introduction of the BB84 protocol [1] and the entanglement-
based proposal E91 [2], the field has developed into a mature
research area supported by rigorous security analyses [3],
[4], [5], practical classical post-processing methods [6], [7],
and major advances in quantum cryptographic theory and im-
plementation [8]. Within this framework, the characterization
of eavesdropping strategies remains a central problem, since
security is operationally determined by the tradeoff between
Eve’s information gain and the disturbance observed by the
legitimate users.

For prepare-and-measure QKD, BB84 is the canonical set-
ting in which this tradeoff can be analyzed. In the ideal
noiseless regime, the study of individual attacks is closely
connected to optimal cloning, and the phase-covariant cloning
machine (PCCM) provides the standard symmetric benchmark
for attacks on the BB84 signal states [9], [10], [11]. In
realistic scenarios, however, the communication channel and
the associated devices are affected by noise. Since different
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noise processes may degrade the computational and diagonal
bases unequally, the optimal information-disturbance balance
available to an eavesdropper may change as the channel
departs from the ideal symmetric setting.

From a telecommunications perspective, such noise pro-
cesses are not abstract modeling artifacts but are directly
associated with physical transmission media and hardware
limitations, including fiber attenuation, polarization effects,
atmospheric turbulence in free-space optical links, and detector
imperfections. These impairments are typically non-uniform
across different quantum states, potentially introducing asym-
metries that are not captured by idealized symmetric models.
Understanding how these physical-layer effects influence the
optimal information-disturbance tradeoff is therefore essential
for assessing the practical security of QKD systems deployed
in real communication networks.

Quantum machine learning (QML) and variational quantum
algorithms (VQAs) provide a natural framework for studying
this problem because they allow one to optimize parameterized
quantum processes directly in terms of operational figures of
merit [13], [14], [15], [16]. In this spirit, Decker et al. [18]
formulated eavesdropping on BB84 as a quantum circuit
learning problem and showed that, in the noiseless regime, the
learned attack reproduces the optimal PCCM tradeoff, while
in the noisy regime it can depart from the symmetric PCCM
structure and become basis dependent.

An important question that remains open is how general
this departure from PCCM-like behavior is across differ-
ent classes of quantum noise. In particular, it is not yet
clear whether basis-dependent learned attacks arise only for
specific asymmetric channels or whether they persist more
broadly across qualitatively distinct error mechanisms, such
as depolarizing noise, basis-biased flips, amplitude damping,
phase damping, and combined error processes. This issue
is relevant both conceptually and practically, since realistic
QKD implementations are typically influenced by multiple
imperfections rather than by a single idealized noise source.
Addressing this point requires a systematic comparison across
different noise models.

In this work, we investigate QCL-based attacks on BB84
under multiple noise models. Our study proceeds in three
stages. First, we validate the noiseless regime against the
analytical PCCM frontier, ensuring that the variational frame-
work reproduces the expected optimal benchmark before any
channel imperfection is introduced. Second, we numerically
reproduce the bit-flip scenario emphasized in [18], namely a
noisy channel acting before Eve’s attack, and compare the
learned solutions with the corresponding noisy PCCM curves.
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Third, we extend the analysis to several single-qubit noise
families, including depolarizing, bit-flip, phase-flip, amplitude
damping, phase damping, and combined bit-and-phase flip
errors. Our goal is to determine how the learned attack
generalizes across noise channels, which regimes remain close
to PCCM-like behavior, and which channels induce stronger
basis asymmetry.

II. QCL ATTACK MODEL AND NOISELESS PCCM
VALIDATION

We study individual attacks on BB84 in a variational
framework. The attack is individual in the sense that the
same interaction is applied independently to each transmitted
signal and no joint quantum operation is performed across
different rounds. Eve may retain each individual probe until
basis disclosure, after which she applies the corresponding
readout unitary and measures it. We formalize this scenario
as follows.

Alice prepares one of the four BB84 states,

i)y =), lWe) =1+, ki) =[-)., O

with b € {0, 1}. Eve couples the signal qubit to a single ancilla
initialized in |0) ; through a parameterized interaction unitary
U(0), where 0 denotes the 12 trainable parameters of the
circuit depicted in Fig. 2. After basis disclosure, Eve applies
a basis-conditioned single-qubit readout unitary on her probe:

Cr(ece)ndout(AC) = Rm()\C’l)Ry(/\CQ)RZ()‘CB)v (S {Za X}a
(2)
where A = (Ac1,Ac2, Ac,3) is an independent parameter

vector for each announced basis. The rotation gates are defined
by
0
R, (V) =exp —i50u |, H € {z,y,z}. 3)
Let p%’c)(O) denote Eve’s reduced state conditioned on

Alice’s bit b and basis ¢, after the interaction U(6). Eve’s
conditional readout probability is

Pp(blb,¢) = [0 g0 (M) O)C L (A0)] . @)

where II; = 16) (b).

Figure 1 summarizes the individual-attack model. Alice
prepares a BB84 signal state according to her bit x and basis
ba, while Eve couples the signal qubit to an ancilla initialized
in |0) through U(0). After basis reconciliation, the ancilla is
processed by the basis-conditioned readout head Cleagout and
then measured immediately. No cross-round quantum memory
is used.

Alice/Bob [5. 1
z b b /7(
Signal HoA L2 | D
Eve 0) U(8) ] Creato %
Ancilla cacon
Fig. 1. General scheme of the individual attack model.

The parameterized circuit architecture for U(0) is shown
in Fig. 2. It consists of two layers, each composed of three

single-qubit rotations followed by a CNOT gate, totaling 12
trainable parameters (0, to 612). The readout head Cleadout 18
applied exclusively to Eve’s ancilla and uses 3 independent
parameters for each announced basis (Z and X), totaling
18 trainable parameters overall. This structure is sufficient to
optimize individual attacks with per-signal delayed readout in
both noiseless and noisy regimes.
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Fig. 2. Parameterized circuit architecture (ansatz) used by the QCL algorithm
to optimize Eve’s attack.

Creadout

The operational figures of merit are the average fidelities
between Alice and Bob and between Alice and Eve,

1 N
Fap = Zzb:Pr(bB =b|bec),

1 R S
Fap =7 zb:Pf(bE =b|b,c),

where b € {0,1} denotes Alice’s bit and ¢ € {Z, X} denotes
the preparation and measurement basis.
The attack parameters are optimized with the loss

L(©,A) = a(Fap — f)* — Fag, (6)

where f is a target fidelity for Bob.

The optimization was performed using density-matrix sim-
ulation in PennyLane to compute analytical gradients. The
Adam optimizer was configured with a learning rate of n =
0.05 and 300 steps for the noiseless simulation, and 7 = 0.1
and 100 steps for the noisy simulations. Model parameters
were initialized from a zero-mean normal distribution with
standard deviation 0.05.

To ensure reproducibility and mitigate local minima, we
performed multiple independent training runs: 6 restarts for
the noiseless validation and 10 restarts for each noisy sce-
nario, with a base random seed of 7 and distinct offsets
per configuration. For the systematic multi-channel study, the
target fidelity was fixed at Fyp = 0.85; for the noiseless
validation and bit-flip reproduction, target fidelities were sam-
pled uniformly in [0.5,1.0]. Noise strengths were swept over
{0.00,0.05,...,0.25}. Reported QCL points correspond to the
lowest-loss run; error bars in Figs. 5 and 6 indicate the standard
deviation across runs.

In the noiseless regime, the optimal individual attack is
given by the phase-covariant cloning machine (PCCM). Its
analytical tradeoff is parameterized by an angle 6, yielding
the fidelities:
1+ cos(6/2) Fap — 1+ sin(6/2) ™

F =
AB 2 ) 2 )
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Noiseless validation against explicit PCCM reference
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Fig. 3. Noiseless validation of the learned BB84 attack against the analytical
PCCM reference. The solid curve is the PCCM frontier, crosses mark the
reference PCCM points, and colored markers denote the best QCL solutions.

which implies the explicit analytical boundary:

14+ +/1—(2F4p —1)?
FPCCM(F, 1) = (2 g~ 1° (8)

This curve is used as the main validation benchmark for the
variational model in the ideal regime.

Our validation is performed by optimizing the QCL attack
for several target fidelities f and comparing the resulting pairs
(Fap, Far) with the analytical PCCM frontier. In addition,
we verify that the learned attack remains effectively symmetric
across the two BB84 bases by checking whether

Fip =~ Fip, Fip~ Fip. )

Figure 3 shows the noiseless validation of the learned
attack against the explicit PCCM reference. The solid curve
represents the analytical PCCM frontier, the crosses mark the
reference PCCM operating points associated with the target
Bob fidelities, and the colored markers denote the best QCL
solutions. The final QCL solutions closely match the explicit
PCCM reference points along the analytical frontier, indicating
that the variational model reproduces the expected noiseless
tradeoff with good accuracy. Although the optimization trajec-
tories remain irregular, the agreement between the final learned
solutions and the PCCM benchmark is sufficient to support the
use of the framework in the subsequent noisy-channel analysis.

Only after this noiseless benchmark is reproduced do we
proceed to the multi-noise analysis.

ITI. LEARNED BB84 ATTACKS UNDER MULTIPLE NOISE
MODELS

After validating the noiseless regime against the analytical
PCCM frontier, we turn to the noisy setting. The channel is
divided into an Alice-Eve segment and an Eve-Bob segment.
In the experiments reported here, the noise acts exclusively
before Eve’s interaction,

Nag =N, Nepp =1. (10)

Accordingly, Eve is modeled as a constrained adversary lo-
cated after a non-adversarial noisy segment. This setting is
intended to characterize noise-dependent explicit attacks and
does not constitute a worst-case security model for BB84.

A. Noise Channels and Kraus Operators

To model the physical imperfections acting on the signal
qubit prior to Eve’s attack, we employ standard single-qubit
quantum channels described in the Kraus operator formalism,
Elp) = >k Eka,i. The evaluated noise models and their
respective Kraus operators Fj, parameterized by a noise
strength or probability p € [0, 1], are defined as follows:

« Bit-Flip Channel: Models the accidental bit inversion of
the qubit with probability p. Its Kraus operators are given

by:
Ey=+1-pI, E =.,pX (11)

where [ is the identity matrix and X is the Pauli-X
operator.

o Phase-Flip Channel: Represents phase errors occurring
with probability p without altering the computational
basis populations:

EOZ 1—])[, Elz\/ﬁZ

where Z denotes the Pauli-Z operator.

o Depolarizing Channel: Encapsulates symmetric errors
where the state is completely depolarized with probability
p, uniformly contracting the Bloch sphere:

(12)

3
Eozm—zpf, Elz\/gx; (13)
p p
Ey= Py, Bi=,/22Z 14
2 \/;, 3 \/; (14)

where Y is the Pauli-Y operator.
o Amplitude Damping Channel: Simulates energy relax-
ation (dissipation) effects with damping parameter p:

el ) ne(0 )

o Phase Damping (Dephasing) Channel: Describes loss
of quantum phase coherence without energy exchange,
governed by parameter p:

et ) me(0 )

Additionally, the combined bit-and-phase flip model is imple-
mented via the sequential composition of the individual bit-flip
and phase-flip channels.

We first reproduce the bit-flip scenario emphasized in [18],
considering a bit-flip channel with probability 0.25 acting
before Eve’s interaction and comparing the learned QCL
solutions with the corresponding noisy PCCM curves in
the Z basis, the X basis, and their average. We then
extend the analysis to several single-qubit noise models
acting on the signal qubit, namely depolarizing, bit-flip,
phase-flip, amplitude damping, phase damping, and a com-
bined bit-and-phase flip model. The noisy channels were

15)

(16)
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implemented using PennyLane’s built-in single-qubit noise
operations, namely DepolarizingChannel, BitFlip,
PhaseFlip, AmplitudeDamping, and PhaseDamping,
while the combined bit-and-phase flip model was imple-
mented as a sequential composition of BitFlip and
PhaseFlip [19].

For each target fidelity f, the corresponding PCCM refer-
ence fidelities, FYSM and FFECM | are determined analyti-
cally from the PCCM tradeoff in Eqgs. (4) and (5). The selected
noise channel N, is applied to the signal qubit before Eve’s
interaction, consistently with the QCL simulations. The PCCM
reference is not re-optimized during training: its operating
point is fixed for each value of f, while only the parameters
of the QCL circuit are iteratively optimized. Therefore, any
deviation between the learned QCL solutions and the PCCM
reference reflects exclusively the optimization of the varia-
tional QCL model under the prescribed target fidelity and noise
condition, since no optimization is performed on the PCCM
benchmark itself.

Our analysis focuses on two complementary aspects. First,
we evaluate the deviation of the learned attack from the noisy
PCCM reference through the fidelities F'4p and F4 g, together
with their basis-resolved counterparts F¥ 5, Fis, F45, Fap.
Second, we monitor the basis asymmetry

|F%5 — Fisl, (17)

which indicates whether the channel affects the two BB84
bases differently from Bob’s perspective.

Figure 4 reproduces the noisy bit-flip scenario considered
in prior work and compares the final QCL solutions with the
corresponding noisy PCCM curves in the Z basis, the X basis,
and their average. The figure shows that the learned attack
no longer follows the same symmetric tradeoff in both bases,
sacrificing performance in the affected basis while improving
it in the less affected one. To compare different channels
on equal footing, Fig. 5 reports the noise-induced change
in the QCL-PCCM Alice-Eve fidelity gap, measured relative
to the zero-noise case for each channel. Figure 6 shows the
corresponding basis asymmetry in Bob’s fidelity.

Taken together, Fig. 5 and Fig. 6 show that the departure
from PCCM-like behavior is strongly channel dependent. Bit-
flip and phase-flip produce the largest growth of basis asym-
metry, indicating a pronounced imbalance between the two
BB84 bases, whereas amplitude and phase damping induce a
weaker but still non-negligible asymmetry. Depolarizing noise
remains nearly symmetric throughout the range considered. At
the same time, the noise-induced change in the QCL-PCCM
gap is not uniform across channels: phase-flip yields the clear-
est positive increase, phase damping produces a smaller but
systematic enhancement, depolarizing and amplitude damping
tend to reduce the relative QCL advantage, and the combined
bit-and-phase flip channel exhibits a non-monotonic transition.
These results indicate that basis asymmetry is an important
but not sufficient indicator of the QCL advantage, and that
different noise families define qualitatively distinct regimes
for learned BB84 attacks.

From an engineering standpoint, these results suggest that
different noise families define distinct operational regimes

Bit-flip 25% before Eve's attack: QCL vs PCCM
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Fig. 4. Bit-flip 25% before Eve’s attack: QCL versus PCCM. The curves
show the noisy PCCM fidelities in the Z basis, the X basis, and their average,
while the diamond markers denote the final QCL solutions.

Noise-induced change in the QCL--PCCM gap (target fidelity = 0.85)
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Fig. 5. Noise-induced change in the QCL-PCCM Alice-Eve fidelity gap
across noise channels, measured relative to the zero-noise value for each
channel. Positive values indicate that the channel increases the QCL advantage
over PCCM, whereas negative values indicate that it reduces it.

for QKD systems. In particular, channels that introduce
strong basis-dependent effects, such as bit-flip and phase-
flip processes, enable more effective adaptive eavesdropping
strategies, whereas more symmetric noise processes, such
as depolarizing channels, tend to preserve the structure of
the optimal symmetric attack. This distinction indicates that
security assessments based solely on aggregate error rates,
such as QBER, may be insufficient to fully characterize sys-
tem vulnerability in practical deployments. This suggests that
more refined metrics, such as basis-resolved error analysis or
channel-aware security models, may be required to accurately
capture the vulnerability of practical QKD systems.

On the other side, from a physical standpoint, the pro-
nounced asymmetry induced by bit-flip and phase-flip chan-
nels aligns with their inherent basis dependence. A pure bit-flip
error heavily degrades the computational (Z) basis while leav-
ing the diagonal (X) basis relatively undisturbed, prompting
the QCL algorithm to adapt Eve’s strategy to exploit the less
noisy basis. Conversely, depolarizing noise acts symmetrically
across the Bloch sphere, which explains why the learned attack
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QCL basis asymmetry across noise channels (target fidelity = 0.85)
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Fig. 6. Basis asymmetry in Bob’s fidelity across noise channels, measured
by |Ff B~ Ffl(Bl' The curves show how different noise families affect the
two BB84 bases unequally as the noise strength increases.

retains an almost zero basis asymmetry (|[F4; — Fi5| =~ 0).
This adaptive behavior demonstrates that the variational model
does not merely degrade with noise, but actively redistributes
the eavesdropping effort to maximize information gain along
the path of least disturbance.

IV. CONCLUSIONS

Beyond the numerical characterization, our results highlight
that the structure of noise, rather than its magnitude alone,
plays a central role in determining effective eavesdropping
strategies within the class of individual attacks considered.
Since the PCCM reference remained fixed throughout the
experiments, the observed deviations are attributable to the
adaptive optimization performed by the QCL model under
different noise conditions rather than to modifications of the
analytical benchmark. This observation has direct implications
for the design and evaluation of quantum communication links,
where different physical-layer impairments may lead to qual-
itatively distinct security regimes. In particular, the presence
of basis-dependent noise can enable adaptive attacks that are
not captured by symmetric security models. This suggests that
practical security assessments should move beyond aggregate
error rates such as QBER and explicitly account for the
underlying noise mechanisms, for instance via basis-resolved
error analysis. These findings contribute to bridging the gap
between theoretical QKD security analyses and the constraints
of real-world telecommunication environments.

Nevertheless, it is important to emphasize that the perfor-
mance and convergence of the learned attacks should not be
interpreted as strict proofs of global optimality, but rather
as approximations bounded by the expressivity and ansatz
architecture of the variational quantum circuit employed.
Furthermore, the present study is strictly limited to single-
qubit noise models. While these single-qubit channels cap-
ture essential physical impairments, practical quantum devices
are also subject to multi-qubit and correlated noise effects,
which represent significant challenges in real-world quantum
hardware. Investigating how such correlated and multi-qubit
error mechanisms influence adaptive quantum circuit learning
strategies constitutes an important direction for future work.
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