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On the Statistical Behavior of CP-Based Artificial
Noise at the Receiver-Side in PLC Systems
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Abstract— This paper analyzes the statistical behavior of
the cyclic prefix (CP)-based artificial noise (AN) from the
eavesdropper’s perspective to evaluate physical-layer security
in power line communication (PLC) systems. The received
AN is modeled as a random vector, and its analysis
is based on the derivation of first- and second-order
statistical moments. Numerical results across narrowband and
broadband PLC channels show that, despite being theoretically
zero-mean, residual structures emerge in practice. Moreover,
the analysis reveals that the transmitter’s null-space projection
introduces non-negligible cyclic correlation patterns. These
structural characteristics indicate that the received AN is not
strictly random, representing a critical vulnerability that an
eavesdropper could potentially exploit to perform a security
breach.
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I. INTRODUCTION

The inherent broadcast nature of power line communication
(PLC) systems raises critical security and privacy concerns.
Since the medium is shared between the users in the
network, any device connected to the same electric power
grid can potentially intercept sensitive messages. To prevent
information leakage, cryptography is generally the first option.
However, the requirement for key management may render it
unsuitable for resource-constrained scenarios, such as those
involving Internet of Things (IoT) devices. Against this
backdrop, physical layer security (PLS) has emerged as an
alternative strategy that capitalizes on the medium’s time,
frequency, or spatial diversity to enhance the secrecy [1].

Fundamentally, PLS aims to ensure that the legitimate
receiver achieves a higher channel capacity than the
eavesdropper. A practical approach to guarantee this advantage
is the injection of artificial noise (AN), designed to degrade
the eavesdropper’s signal-to-noise-ratio (SNR) without
impairing legitimate communication. Within PLC networks,
existing AN schemes tend to incur high computational
complexity or reduce overall spectral efficiency [2], [3].
To circumvent these limitations, a simpler alternative
originating from single-input single-output (SISO)-orthogonal
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frequency-division multiplexing (OFDM) exploits the
temporal degrees of freedom introduced by the cyclic prefix
(CP) [4].

Building on this concept, the authors in [5] analyzed this
CP-based AN in PLC systems, showing its effectiveness
against near eavesdroppers. This technique operates by
projecting the AN into the null space of the legitimate
multipath channel. However, this null-space projection
inherently forces the resulting AN samples to exhibit
structural correlation. While essential for preserving the
legitimate signal, this correlation introduces a critical security
vulnerability. As highlighted by the authors in [6], an
eavesdropper could potentially exploit these statistical patterns
to estimate and mitigate the disruptive impact of the AN. Also,
in [6], the authors investigated the statistical behavior of the
CP-based AN for the PLC system, focusing on the transmitter
side, which, unfortunately, does not reveal how it behaves from
the eavesdropper’s perspective. In other words, the statistical
properties of this AN, particularly once it propagates through
the channel and reaches a malicious node, remain unexplored
and need to be pursued.

To address this gap, this paper conducts a statistical analysis
of the CP-based AN from the eavesdropper’s perspective. By
modeling the AN received by a malicious node as a random
vector and deriving its first- and second-order statistical
moments, we investigate whether this structural correlation
creates exploitable vulnerabilities. Ultimately, by evaluating
these properties across narrowband (9 − 500 kHz) and
broadband (1.7− 86 MHz) PLC channels, this work assesses
the extent to which these statistical patterns compromise the
intended security.

Notation: E{·} denotes the expectation operator, while
(·)T and (·)† denote the transpose and Hermitian operators,
respectively. Furthermore, 0c×d stands for an (c× d)-size
matrix of zeros, whereas Ic is a c-size identity matrix.

II. PROBLEM FORMULATION

This section presents the formulation for a baseband
communication system adopting the discrete-time wiretap
channel model [5], where a legitimate transmitter, Alice,
sends confidential information to a receiver, Bob, while an
eavesdropper, Eve, seeks to intercept it. The transmission
employs a CP-based structure, in which a CP is appended
to each block to avoid interblock interference and facilitate
intersymbol interference (ISI) mitigation. This system model is
designed to encompass different digital modulation techniques,
such as OFDM, orthogonal chirp-division multiplexing
(OCDM), and single carrier with cyclic prefix (SC-CP).
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Alice and Bob communicate over a PLC channel, which
is modeled as an linear time-invariant (LTI) system impaired
by additive noise. Since PLC requires baseband transmission,
the transmitted block symbols must have a real-valued
representation in the discrete-time domain. In this context,
let x′

i ∈ RN×1 denote the vector representation of the ith

transmitted information block in the discrete-time domain.
After CP insertion, the vector representation of the real-valued
transmitted information block is given by xi = ΨTx

′
i,

where the matrix ΨT = [ET
Lcp×NIN ]T is responsible for

the CP insertion, with Lcp indicating the CP-length and
ELcp×N = [0Lcp×(N−Lcp)ILcp

].
Alice sends the information block xi along with a AN

random vector ai ∈ R(N+Lcp)×1. This composite block is
transmitted through distinct communication channels to Bob
and Eve, indexed as “b” and “e”, respectively. Furthermore,
the channel convolution matrix associated with user l can
be described by a Toeplitz matrix Hl ∈ R(N+Lcp)×(N+Lcp),
where l ∈ {b, e}. Assuming perfect synchronization, the ith

received block for user l in the discrete-time domain can be
expressed as yl

i = Hl(xi + ai) + wl
i, ∀l ∈ {b, e}, in which

wl
i ∈ R(N+Lcp)×1 denotes the additive noise vector affecting

the ith symbol block of user l.
Next, the user l removes the CP from yl

i. Consequently, the
vector representation of the ith block received by the user l is
given by

y′l
i = ΨRy

l
i

= ΨRH
lxi +ΨRH

lai +ΨRw
l
i,

(1)

with the matrix ΨR = [0N×Lcp
IN ] being responsible for the

CP removal.
As shown in (1), both users receives an additional

interference term associated with the AN, given by ΨRH
lai.

Ideally, Alice must design the AN vector ai so that its
convolution with Bob’s channel (i.e., Hb) results in a null
vector, which should not be the case for Eve’s channel.
Developing this further, the approach investigated in [4]
exploits the degrees of freedom introduced by the CP,
employing the matrix ΨRH

b ∈ RN×(N+Lcp) to project the
AN vector. This technique allows the AN vector to be given
by

ai = Vb
nulldi, (2)

such that di ∈ RLcp×1 is a vector of independent Gaussian
random variables and Vb

null ∈ R(N+Lcp)×Lcp defines the right
null space of ΨRH

b, i.e., ΨRH
bVb

null = 0N×Lcp
. Note

that to design the AN vector ai, Alice needs to obtain
the channel impulse response (CIR) of Bob, which can be
accomplished, for instance, via a feedback channel. Then, Hb

is constructed, and the matrix Vb
null is computed via singular

value decomposition (SVD).
Therefore, if the AN vector ai is correctly designed, it is

expected that the ith block received by Bob and Eve will be
given, respectively, by

y′b
i = ΨRH

bxi +ΨRw
b
i (3)

and
y′e

i = ΨRH
exi +ΨRH

eai +ΨRw
e
i . (4)

Note that the resulting block received by Eve has an additional
noise vector, ΨRH

eai, which will impair its SNR.
Nevertheless, since the AN vector ai is constructed using

(2), its statistical properties are inherently determined by
the structure of the matrix Vb

null. Although the vector di

comprises uncorrelated random variables, the transformation
applied by Vb

null can introduce correlation among the elements
of the AN vector ai. Furthermore, Eve’s channel (ΨRH

e)
further transforms this AN, altering its interference profile.
This composite transformation may potentially allow Eve to
exploit its structure to mitigate its disruptive impact. To assess
this vulnerability, the following section analyzes the AN as a
random vector through its first- and second-order statistics.

III. ANALYSIS OF THE RECEIVED AN AS A RANDOM
VECTOR

The AN can be modeled as a random vector projected
onto the null space of Bob’s CIR. However, this projection
introduces correlation patterns that an eavesdropper might
exploit to mitigate the jamming effect. Consequently, this
section describes an investigation of the statistical behavior
of the received CP-based AN. The investigation models
the AN as a vector and derives its first- and second-order
statistical moments (specifically, the expectation vector and
the autocorrelation matrix).

From Eve’s standpoint, the received AN vector can be
written as

ze
i = Heai

= HeVb
nulldi. (5)

As this additional noise vector is also a random vector, let
ze
i denote the ith sample function of this random vector,

corresponding to the AN vector observed by Eve during the
ith received symbol block.

A. Expectation
The expectation of the AN vector received by Eve is given

by
µe

z = E{ze
i}. (6)

Although the PLC channel is inherently random and slowly
time-varying, its null-space Vb

null is treated as deterministic.
This holds under the assumption that the AN vector generation
occurs within the coherence time of the PLC channel, during
which its properties and characteristics remain time-invariant.
Assuming that He also remains invariant within the channel’s
coherence time, the entire composite matrix HeVb

null can be
treated as deterministic for this analysis. Consequently, the
expectation boils down to

µe
z = E{HeVb

nulldi}
= HeVb

nullE{di}. (7)

Since di is a zero-mean random vector, it follows that

µe
z = 0(N+Lcp)×1. (8)

Hence, the received AN vector by Eve is a zero-mean
random vector. This result sets the stage for evaluating the
autocorrelation matrix.
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Fig. 1. Expectation of the received AN by Eve for the narrowband and broadband PLC channels, estimated with varying NS and evaluated for different
Lcp values. Here µe

z,m represents the mth element of µe
z.

B. Autocorrelation Matrix

The autocorrelation matrix of a random vector is a
deterministic matrix that quantifies the temporal dependence
between elements of the vector at different lags. For the AN
vector received by Eve, it is expressed as

Re
zz = E{ze

i(z
e
i)

†}, (9)

which is a symmetric and positive-definite matrix. By
substituting (5) into (9), one obtains

Re
zz = E

{
(HeVb

nulldi)(H
eVb

nulldi)
†}

= HeVb
nullΛσ2

d
Vb †

null(H
e)†.

(10)

in which Λσ2
d
= E{did

†
i}, is a diagonal matrix that stands for

the correlation matrix of the AN vector ai.
The knowledge of (8) states that the autocorrelation

and autocovariance matrices are equivalent. To quantify the
correlation between the elements of the AN vector at Eve, the
correlation coefficient is utilized, which is given by

ρe
zz[m,n] =

Re
zz[m,n]√

Re
zz[m,m]Re

zz[n, n]
, (11)

∀m,n ∈ {0, 1, · · · , (N + Lcp) − 1}, in which Re
zz[m,n] is

the correlation between mth and nth elements of the vector ze
i .

Note that −1 ≤ ρe
zz[m,n] ≤ 1.

The main diagonal elements of the autocorrelation
matrix Re

zz represent the variances of the AN vector ze
i .

These variances can be collected into a vector given by
σ2

e,z = [σ2
e,z,0, σ

2
e,z,1 · · · , σ2

e,z,N+Lcp−1]
⊤, in which σ2

e,z,m =
Re

zz[m,m].

IV. NUMERICAL RESULTS AND DISCUSSIONS

This section numerically evaluates and analyzes the
expectation vector and autocorrelation matrix of the AN
impinging on the eavesdropper. While the transmitted AN
vector exhibits specific statistical structures [6], understanding
how these statistics transform after propagating through the
wiretap channel is crucial. Therefore, this analysis focuses
exclusively on the received AN vector observed by the
eavesdropper.

In this sense, two distinct PLC bandwidths are considered:
narrowband (3 − 500 kHz) and broadband (1.7 − 100 MHz).
In the broadband case, the Alice-Eve PLC CIR is obtained
from [7]. For the narrowband case, the CIR is based
on the multi-path model [8] using IEEE 1901.2 Standard
parameters [9]. However, because this synthetic narrowband
model yields independent channel realizations, it fails to
capture the shared-medium nature of the PLC wiretap channel.
To overcome this limitation, spatial correlation between the
legitimate and wiretap links is synthesized following [10],
which cascades a shared common CIR with the independent
CIRs of the respective users’ branches.

For the statistical analysis, the received AN random vector
is evaluated over independent and identically distributed
realizations, assuming i ∈ {1, . . . , NS}, with NS ∈ {104, 106},
N = 1024, and Lcp ∈ {256, 512}. The expectation vector and
autocorrelation matrix for Eve’s received noise are estimated
based on (6) and (9), respectively. The expectation operator is
performed by a conventional unbiased sample mean estimator,
and the autocorrelation matrix is obtained from an unbiased
covariance estimator over the NS realizations.
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Fig. 2. Variance of the transmitted and received AN vectors for the
narrowband and broadband PLC channels, estimated over NS = 106 and
evaluated under different values of Lcp. In this figure, σ2[m] denotes the
mth element of the variance vectors associated with σ2

a , σ2
e,z, and σ2

b,z.

From the eavesdropper’s perspective, if the statistical
structures of the transmitted AN [6] are preserved at the
PLC channel output, they constitute an exploitable security
vulnerability. First, the expectation of the received AN vector
at Eve is investigated. Fig. 1 depicts the unbiased estimate
of the expectation vector, µe

z, as a function of the sample
index m for NS ∈ {104, 106}. Specifically, Figs. 1(a) and (b)
correspond to the narrowband PLC channel with Lcp = 256
and Lcp = 512, respectively, whereas Figs. 1(c) and (d)

show the corresponding estimates for the broadband PLC
channel. The results reveal that convolution with the wiretap
channel alters the statistics of the transmitted AN vector
but fails to eliminate them. Indeed, for NS = 104, the
estimated expectation exhibits pronounced non-zero values.
In the narrowband scenarios, this effect is highly concentrated
within the CP block because the CIR focuses energy into a few
highly correlated taps. Conversely, the diffuse multipath nature
of the broadband channel smears these non-zero values across
a larger portion of the samples. For NS = 106, the expectation
vector converges much closer to zero across all investigated
scenarios, although minor deviations persist within the CP
interval. Notably, the non-zero expectations outside the CP
block are finite-sample estimation artifacts. Since they rapidly
converge to zero as NS increases, exploiting these fluctuations
would be impractical for Eve.

The presence or absence of residual structure in the
estimated expectation vector shows how energy is distributed
across the transmitted and received AN vectors. In this context,
Fig. 2 shows the variance for both the narrowband and
broadband PLC channels, computed with NS = 106 across
different CP block durations (Lcp ∈ {256, 512}). In these
plots, the variance of the transmitted AN (σ2

a ) is contrasted
with the noise variances of the received AN vectors observed
by Eve (σ2

e,z) and Bob (σ2
b,z). Note that, after the AN vector

undergoes the PLC channel, the high values of variance
are mostly concentrated over the CP block duration at the
legitimate receiver. As can be observed, the eavesdropper also
experiences a relatively high variance over the CP interval
due to the inherent spatial correlation between the Alice-Bob
and Alice-Eve channels. However, note that the residual AN
leakage into Eve’s data block remains sufficient to degrade
her reception quality, contrasting with the legitimate receiver.
Consequently, Bob can effectively eliminate the interference
associated with the received AN vector simply by discarding
the CP, without the need for additional processing. On the
other hand, at Eve, the energy of the received AN vector spills
over into the data symbol block. This leakage corrupts the data
symbols, thereby degrading SNR.

Finally, the autocorrelation matrix of the received AN
vector observed by Eve is analyzed. In this regard, Fig. 3
shows the heatmaps of the correlation matrix estimated over
NS = 106 samples, considering different CP lengths (Lcp ∈
{256, 512}). For the narrowband PLC channel, shown in
Figs. 3(a) and (c), the correlation structure remains remarkably
similar to that of the transmitter AN vector previously
investigated by the authors in [6]. Correlation patterns are
preserved extending beyond the CP block duration, indicating
that the low dispersion of the narrowband PLC channel
introduces minimal distortion to the temporal dependencies
of the received AN vector. Conversely, for the broadband
PLC channel in subfigures (b) and (d), the dispersive nature
of the medium significantly alters the correlation profile.
Notably, these matrices exhibit distinct high-magnitude values
that recur in a cyclical pattern. This behavior is particularly
evident for the shortest CP length (Lcp = 256), where
significant correlation permeates even the CP block duration.
Ultimately, these correlation characteristics may pose a
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Fig. 3. Heatmap of the correlation matrix of the received AN vector by Eve for the narrowband and broadband PLC channels, for different values of Lcp.

security vulnerability, as their structured and persistent nature
could enable Eve to develop advanced signal-processing or
guesswork countermeasures against AN-based protection.

V. CONCLUSIONS

This paper investigated the statistical behavior of CP-based
AN from the eavesdropper’s perspective in both narrowband
and broadband PLC systems. Modeling the received AN at
an eavesdropper as a random vector and deriving its first- and
second-order moments reveals that the transmitter’s null-space
projection introduces non-negligible structural correlations
that persist after channel propagation. While this approach
successfully confines the AN energy to the CP interval for
the legitimate receiver, it leaks into the eavesdropper’s data
block to degrade SNR. The resulting cyclic correlation patterns
indicate that the AN is not strictly random. Consequently,
this structural persistence represents a critical vulnerability
that malicious nodes could exploit to perform a security
breach. Future works will investigate specific eavesdropper
countermeasures based on these exploitable statistical patterns.
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