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Abstract— This study investigates the information security in a
discrete multitone-based power line communication (PLC) system
when a wireless communication eavesdropper tries to obtain
private information, and the PLC transmitter combats it with
an artificial noise scheme designed to degrade the eavesdropper’s
signal-to-noise ratio only. The numerical results showed that the
artificial noise significantly degrades the eavesdropper’s bit error
rate (BER) compared to the legitimate receiver’s BER.
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I. INTRODUCTION

Power line communication (PLC) has become a well-
established technology with various applications in outdoor
(medium- and low-voltage) and indoor (homes and com-
mercial buildings) electric power grids [1]. Nonetheless, as
PLC is inherently broadcast, information security is a big
concern since any malicious PLC device connected to the
electric power grid, in which the PLC system operates, could
access private information. Moreover, most electric power
grids are composed of unshielded power lines, and con-
sequently, information-carrying signals traveling over them
radiate electromagnetic fields that are sensed by a malicious
wireless communication (WLC) device close enough to the
electric power grid [2]. Aiming to circumvent this problem,
the physical layer security (PLS) has been investigated as an
alternative to increasing security and privacy.

Camponogara et al. [2] investigated the PLS in terms of
secrecy outage probability in a PLC system when a legitimate
PLC transmitter sends private information to a legitimate PLC
receiver while a passive WLC eavesdropper overhears it. Next,
considering this scenario, the authors in [3] presented the
wiretap code rates required to maximize the effective secrecy
throughput. In [4], the authors proposed an artificial noise
scheme to increase the PLS in visible light communication
(VLC) wiretap systems by degrading the signal-to-noise ratio
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(SNR) of a malicious VLC device. The main idea is to use
the degree of freedom added to the channel convolution matrix
by the cyclic prefix in an orthogonal frequency-division mul-
tiplexing (OFDM)-based VLC system to generate the artificial
noise.

Considering the scenario addressed in [2], this study aims
at assessing the bit error rates (BERs) at the legitimate PLC
receiver, and the PLC eavesdropper when the artificial noise
detailed in [4] is used by the PLC transmitter. To do so, chan-
nel estimates obtained in the measurement campaign addressed
in [1] are considered to perform numerical simulations.

II. SYSTEM MODEL

Let us evaluate information security in a discrete multitone
modulation (DMT)-based PLC system where a PLC trans-
mitter (Alice) sends private information to a legitimate PLC
receiver (Bob) in the presence of a passive WLC eavesdropper
(Eve). To prevent Eve from decoding the private messages,
Alice designs and transmits an artificial noise spanned in the
null space of Bob’s channel along with the communication
signal. In this way, the vector representation of the received
signals at the output of Bob and Eve’s channels can be
expressed as

yl = Hl(TCPx+ a) + vl (1)

in which x ∈ R
N×1 is a DMT block symbol transmit-

ted by Alice to Bob, with x = F†X, F denotes the
normalized N -size discrete Fourier transform (DFT) matrix,
X ∈ C

N×1 being the DMT symbol block in the fre-
quency domain obeying the Hermitian symmetric property,
and (·)† denoting the Hermitian transpose operator. Also,
E{X} = 0 and E{XX†} = σ2

X
IN , where Ia is the (a× a)-

size identity matrix. The power used to transmit private
messages is PX = Tr(σ2

X
IN )/N , with Tr(·) denoting the

trace operator. Moreover, TCP = [E(N+NCP)×NCP
IN ]T and

E(N+NCP)×NCP
= [0NCP×(N−NCP) INCP

]T is responsible for
appending the cyclic prefix with length NCP at the beginning
of x. Also, a ∈ R

(N+NCP)×1 denotes the artificial noise and
vl ∼ N (0, σ2

l
IN+NCP

) represents the additive noise. Notice
that both noises are assumed to be independent of x and each
other. Furthermore, Hl is a Toeplitz matrix [4] associated with
the channel impulse response hl ∈ R

Lh×1, which is obtained
from the link between Alice and the lth receiver with l ∈
{B,E} and B and E representing respectively Bob and Eve.
Additionally, one assumes that the time-interval duration of x
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is shorter than the coherence time of hl, which is considered
time-invariant during one block symbol interval.

The received signal in the frequency domain at the input of
Bob and Eve can respectively be expressed as

YB = FRCPHBTCPF
†X+ FRCPvB (2)

and

YE = FRCPHETCPF
†X+ FRCPHEa+ FRCPvE, (3)

where RCP = [0N×NCP
IN ] is responsible for removing the

cyclic prefix. Note that differently from Bob, the received
symbols at Eve are degraded by FRCPHEa due to the
artificial noise. In the next sections, it is described the design
of a and its impact is analyzed in terms of BER.

III. THE ARTIFICIAL NOISE DESIGN

The artificial noise a ∈ R
(N+NCP)×1 is responsible for

degrading Eve’s SNR and can be designed as [4]

a = Ga′,

where a′ ∼ N (0, σ2
a
INCP) and G ∈ R

(N+NCP)×NCP is the
artificial noise precoding matrix that projects a′ in the null
space of the matrix RCPHB, and can be expressed as
G = H

−1
B [INCP 0NCP×2N ]T . Note that the total transmission

power available at Alice is PT. To degrade Eve’s SNR in
respect to Bob, Alice uses Pa = αPT to transmit the artificial
noise along with the private messages where 0 ≤ α ≤ 1, while
PX = (1− α)PT is used to transmit the private messages to
Bob.

IV. NUMERICAL RESULTS

This section analyzes the information security in a DMT-
based PLC system when Alice combats Eve using an artificial
noise scheme designed to compromise Eve’s SNR only. Then,
by means of Monte Carlo simulation, the BERs at Bob and
Eve are evaluated. To do so, one assumes that Alice transmits
1000 DMT symbol blocks built with 4-quadrature amplitude
modulation (QAM) symbols, N = 2048, and NCP = 512.
Moreover, the Alice-Bob and Alice-Eve links are represented
by the PLC and the hybrid PLC-WLC channel estimates
(frequency band 1.7−100 MHz) collected in the measurement
campaign discussed in [1]. The noise is assumed to be additive
white Gaussian noise (AWGN) with the power of 10−8 W.
Lastly, two simulation scenarios are adopted: (i) Eve is situated
less than 2 meters from Alice, named short-path (SP); and (ii)
Eve is located between 2 and 6 meters from Alice, named
long-path (LP).

Figs. 1(a) and (b) show the BER×PT curves of Bob and
Eve for α = 0, 0.3, 0.5, and 0.9 considering respectively
the SP and LP scenarios. Note that when there is no artificial
noise, i.e., α = 0, Eve’s BER is lower than Bob’s BER
in the SP scenario, see Fig. 1(a). On the other hand, in
the LP scenario, Eve’s BER is higher than Bob’s BER, see
Fig. 1(b). Nonetheless, as α increases, Eve’s BER is degraded
significantly with respect to Bob’s BER, showing a constant
behavior as PT increases. Note that the best results are found
in the LP scenario. For instance, in Fig. 1(b), one sees that the
minimum values found of Eve’s BER are around 0.08, 0.12,
and 0.26 for α = 0.3, 0.5, and 0.9, respectively.
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Fig. 1. BER×PT for distinct distances between Eve and Alice and
α = 0.0, 0.3, 0.5, and 0.9. (a) Short-path scenario. (b) Long-path scenario.

V. CONCLUSION

This study has investigated information security in a DMT-
based PLC system with a WLC eavesdropper (Eve). In this
regard, Monte Carlo simulations assessed the BER at Bob
(PLC receiver) and Eve when Alice uses an artificial noise
scheme to degrade Eve’s SNR. In particular, the additive
noise uses additional degrees of freedom introduced by the
cyclic prefix in Bob’s channel. Moreover, to generate the
numerical results, two scenarios have been considered: (i) Eve
is close to Alice (SP), and (ii) Eve is situated far from Alice
(LP). Additionally, real channel estimates obtained from a
measurement campaign have been adopted.

The numerical results have shown that the artificial noise
scheme increases Eve’s BER significantly compared to Bob’s
BER, even in the worst scenario, i.e., the SP one. This outcome
supports previous findings in the literature that highlight the
artificial noise scheme’s efficiency in compromising Eve’s
SNR. However, this advantage comes at a cost, as a portion of
the total transmission power is allocated to the artificial noise,
decreasing the system’s data rate.
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