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Absrrar—We introduce 2 methed foraudic integeity verification based
on 4 combination of watermarking and fingerprinting. The fingerprintis 4
sequence of symbols [“audic descriptor units”) that ena bles one to dentify
an sudio signal Integrity verification is performed by embedding the fin-
gerprint into the audio signal itself by means of 4 watermark. The original
finperprint & reconstructed from the watermark and compared with 2 new
fingerprint extracted from the watermarked signal. M they are dentical,
the signal has not been modified; 1t not, the system is able to determine the
approaimate locations where the signal has been corrupted.

I. INTRODUCTION

M many applications, the integrity of an andio recoming must

be nnquestionably established before the signal can actoally
be n=ed, ie. one most be sore that the recoming has not been
modified. Az an example, some coantries reqoite oral testi-
monies to be recoded for later review:, it is desirable that the
integrity of such recordings be certified before they ame need in
coutt.

Integrity verification systems have been proposed as an an-
swel to this need. Two classes of methods are well suited for
these applications: warsrmarking, which allows one to embbed
data into the signal, and fingsrprinnng, which consists in ex-
tracting 2 “signature” (the fingerprint) from the andio signal.

Integrity verification systerms are nseful in several scenavios.
For speech-related applications, we can mention:

« integrity verification of a previoasly recorded testimony that
iz 1o be nzed as evidence before 8 conrt of law;

« integrity verification of recorded interviews (which could be
edited for malicions purposes).

For music and other kkinds of recoidings, we can mention:

« integrity verification of 1adio or television commecials;
« integrity verification of mosic aived by radio stations;
« contert preservation of audio signalsin genecal.

After a conceptual description of schemes based solely on
fingerprinting and watermarking, we propose a mixed approach
that talres advantage of both techmologies.
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II. INTESRITY WERIFICATION SYSTEMS:
A COWNCEFTUAL REVIEW

A Waterrnarking -Based Systems

Audio watermarking' consists in embedding a madk (the
watsretark) into an andio signal. This markis also an aondio sig-
nal and camries data that can be retrieved from the watermnariced
cignal. Ideally, the watermark shoold not intreduce any percep-
tible degradation in the signal, which means that the original
and the watermarked signals should sound exactly the same to
the listener. To a certain extent, this can be achieved by nsing
pevchoaconstic models such as those found in perceptual cod-
ing [2], [3].

In watermarlring-hazed integrity-venfication systerns, the in-
tegrity of a previously watermarred andio signal is determined
by checking the integrity of the watermark. We define three
classes of integrity -verification systermns based on watermariking:

1. Methods based on fragile watermarking, which con-
sist inembedding a fragile watermnark into the andio signal (e.g.
3 low-power waterrmnade). If the watermarlred signal is edited,
the waterrmar most no longer be detectable. By “edited”, we
urderstand any medification that conld cormpt the content of
a recording. *“Cut-and-paste™ manipolations (deletion or inser-
tion of segments of andio), for example, most render the wa-
termark nndetectable. In contrast, content-preserving manipuola-
tions, such as lossy compression with reasonable compression
rates or addition of small amounts of channel noise, should not
prevent watermark detection fas long as the content is actoally
preserved).

Extremely fragile watermarks can alzso be used 1o veiify if a
signal has been manipulaed in any way, even without andible
distortion. For example, a recording company can watermark
the content of its CDs with a very fragile watermade. I songs
from this CD are compressed (e.g. in MPEG format), then de-
compressed and recorded on a new CD, the watermaids wonld
not be detected in the new recoding, even if the latter snunds
exactly asthe origina one to the listener. A CD playercan then
checle for the presence of this watermark; if no watermark is
tound, the recoming has necessarily undergone ilicit manipola-
tions and the CD is refused. The main flaw inthis appioachis its
inflexibility: as the watermark is extrernely fragile, thece is no
margin for the rights owner to define any allowed signal manip-
ulations fexcept forthe exact doplication of the andio signal).

1 Foran introductory papecon waterrmarking and information hiding, 2o [1].
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2 Methods based on semifragile watermarking, which
are a vaviation of the previous class of methods. The idea con-
sists in circumyventing the excessive fiagility of the watermar:
by increasing its power. Thiz semi-fragile watermark is able to
resist slight modifications in the andio signal bat becomes un-
detectable when the signal is more significantly modified. The
difficulty in this approach is the determination of an appropriate
“robustness threshold” for each application.

3. Methods based on mobust watermarking, which consist
in embedding a mbost watermark into the aodio signal. The wa-
termark is supposed to remain detectable in spite of any manip-
ulations the signal may suffer Integrity is verified by checlking
whetherthe information contained in the watermarlk is cormpted
or not.

Watemarking-based integrity-verification systems depend
entively on the reliability of the watermarking method. How-
ever, an audio signal often contains short segments that ave dif-
ficolt to waternark doe to localized unfavorable characteristics
le.g. very low power orill-conditioned spectral characteristics),
these segments will probably lead to detection ewors, partico-
larly after lossy transtormations such as resampling or MPEG
compression. In integrity-verification applications, this is a =e-
rions dawback, since it may ot be possible to decide reliably
whether nnexpected data are a consequence of intentional tam-
pering or “normal’™ detection ewrors.

E. Lingerprinting-Based Systems

Aundio fingerprinting or content-based identification
(CBIDY methods extract relevant aconstic characteristics from
a piece of andio content. The result is a2 sequence of symbols
(“andio descriptor anits”, ADUY, the firngerprint, that acts as a
kind of signature of the andio signal. If the fingevprints of 3 set
of recordings are stored in a database, each of these recodings
can be identified by extracting its fingerprint and searching for
it in the database.

In fingerprinting-based integiity-verification systems, the in-
tegrity of an andio signal is determined by checlking the integrity
of ite fingerprint. These systems operate in three steps: (1) afin-
gerprint iz extiacted from the original andio recording, (2} this
fingerprint is stored in 2 tmstworthy database, and (3} the in-
tegrity of a recoding is verified by extracting its fingerprint and
comparing it with the original fingerpiint stoved in the database.

Accoding to the chosen fingerprinting method, two sob-
classes of this appmach can be defined:

L Methods sensitive to data mod ification, bazed on hashing
methods such as W DS [4]. Thisclass of methods is appropriate
when the audio recording is not supposed to be modified a all,
since a single bit flip is sufficient for the fingerprint to change.
Some wbostressto slight signal modifications can be obtained
by not taking imo aceonnt the least-significant bits when apply-
ing the hash function.

2. Methods sensitive to contemt modification, based on fin-
gerprinting methods that are intended to represent the content
of an andio recording (such as AudicDMA [S5]3. This class of
methods is appropriate when the integrity check is not supposed
to be compromised by operations that preserve andio contert (in
a pewceptoal point of view) while modifying binary data, such as

lossy compression and resampling.

The main dizadvantage of fingecprinting-hased methods is
the need of additional metadata (the original fingewprint} in the
integuity-check phase, thus requiring access to a database.

ITI. A COMEBIMED WATERMARKING -FINGERPRINTITG
SYETEM

We propose an integrity-verification appioach that combines
watelnaking and fingelprinting in 2 single system. The idea
consists inextracting the fingecprint of an andio signal and stoc-
ing it in the signal itself thiongh watermarking, thos avoiding
the need of additional metadata during integuity checlk. Some
methods based on this idea have already been described in the
literatare ([6] for andio, [T], [5] for images and videa).

Fig. 1 presents a general scheme of this mixed approach.
First, the fingevprint of the original recoiding ic extracted; this
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Fig. |. Elock diegram of the mimed approach for mudio integrity vedfication:
{a) ermbadding, ¢ bl detection.

fingelprint, viewed as a sequence of bits, is then osed as the
information to be embedded into the signal thiough watemar-
ing. Asthe watermark signal is weak, the watemarked record-
ing shonld have the same fingewprint as the orginal recoding.
Thus, the integlity of this recoding can be wverified by extiact-
ing its fingerprint ard comparing it with the orginal one (recon-
stiucted fiom the watermark). This procedure will be detailed
in the following sections.
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A. Requiresents

We mention below some of the requirementsthat are expected
to be satisfied by the integrity -verification system and its com-
Pronents:

« the fingerprint should not be modified when tiansformations
that preserve andio content are perfolrmed,

« the watermarking scheme must be robust to such transtorma-
tions,

« the bit rate of the watermarking systern must be high enongh
to code the fingerprint infommation with strong redondancy;

« the method should be suitable for nse with streaming aodio,
as the total length of the andio file is unknown in applications
such as broadeasting [9].

Ac will be shown in section TV, the first three reguirements are
fulfilled by the systemn. The last one is also satisfied, as boththe
watermark and the fingerprint can be processed “on the {1y

E. System features

This systern is particolady well suited for the detection of
“cot-and-pase” manipulations, which ae exactly the kind of
tampering that most be avoided in the case of recorded testi-
monies ov interviews. Distortions that perceptoally affect the
signal will also be detected; as examples, we can mention:

« tirme stretching ;

« pitchshifting

« wevelE distortion thoogh filtering ;

« additionof strong noise.

The systern iz not only able to detect tampering, bot it can
also deternine the approximate lbcation where the andio signal
was cornpted.

C. Implementation
.1 Fingevprint Extraction

The ley idea of fingerprinting consists in considering andio
as a sequence of acousne events. In the case of speech sig-
nals, for example, acoostic events can be divectly associated
with phonemes. In mosic modeling, however, this association
iz not stiaightforward. The nse of musical notes, for instance,
would present many dizsadvantages: several notes may be played
simultareously, and muasic pieces often contain voice and non-
harmonic soonds.

An appropriate appmach consists in obtaining the relevant
acoustic events — called Audio Descriptor Hnits (ADUY —
by means of onenpervised training, ie withoot any previons
kknowledge of mosic events. The training process is peformed
thiongh a modified Banm-Welch algorithm on a corpas of rep-
resentative music [13].

Shortly, the system works as follows. An alphabet of rep-
resentative sonnds is derved from the corpus of andio signals
fconstrocted accoding to the kind of signals that the system is
supposed to identify). These andio units are modeled by means
of Hidden bavtov Models (HMM Y.

The andio signal is processed in a frame-by-frame analysis. A
set of relevantfeature vectors is first extracted firom the sonnd.
These wectors are then nowmalized and sent to the decoding
block, whete they are submitted to statistical analysis by means

of the Viterbi algorithm. The ootpot of this chain — the finger-
print — iz the most likely ADU sequence for this andio signal.
This process isillustated in Fig. 2.
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Fig. 2. Fingerprint extraction.

The resulting fingeiprint is therefore a sequence of symbols
(the ADT =Y and time information (start time and du@tion). The
nomber of diffevert ADUs available to the system can be ad-
justed, as well as the output rate. The setop nsed in oor experi-
mentscomesponds o 16 diferent ADUs (5D, &1, ..., G155 and
an average output rate of 103 ADU s per minote.

.2 Fingerprint Encoding and Watermark Embedding

Each 8-z =egment of the andio signal is treated individually
in omder to allow for streaming-andio processing. The finger-
print isconverted into a binary sequence by associating a nnigue
tonr-bit pattern to each of the 16 possible ADUSs, thos, the aw-
erage fingerprint bit @te is approximately T bits's. In owr ex-
periments, the watermnark bit rate is set to 125 bits's, allowing
the fingerprint information to be coded with huge redondarcy
(which minimizes the probability of eror during its extraction).
A simple repetition code is employed, with a particolar 6-bit
pattern [011110) serving as adelimiter between repetitions. To
avoid confusion between actual data and delimiters, every gmoop
of four or mowe consecotive bits “17
ditional bit *1", which is suppressed in the detection phase.

in the data receives an ad-

The fingerprint data iz embedded into the andio signal by
means of a2 watermark. The waermarking system osed in oor
experiments iz represented in Fig. 3. The analogy between wa-
termarking and digital communicationsis emphasized in the fig-
nre: watermark synthesis corresponds to transmission [ with the
watermnark as the information-bearing signal), watermad: em-
bedding corresponds o channel propagation {with the andio sig-
nal as channel noise), and watermark detection coresponds 1o
reception.

The watermark signal is synthesized fiom the input data by
a moduolator. In owder to obtain 2 watermark that is spread in
frequency (so asto maximize its power and increase its wbost-
ness), 2 codebook containing white, oithogonal Ganssian vec-
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tors is used in the modulator. The number of vectors is a func-
tion of the desived bit rate. Each codeboolr entry is associated
with a specific inpot binary pattern. The modolator ootpot is
prodoced by concatenating codeboolr vectors accomding to the
input data sequence.

To ensure watermnark inaodibility, the modulator ontpot iz
spectially shaped through filtering accowing to a2 masking
threshold fobtained from a pesychoacounstic model). This pro-
cedure, repeated foreach window of the andio signal (e 10 ms),
prodocesthe watermarlk. The watermariced signal is obtained by
adding together the original andio signal and the watermaric.

Az transmission and reception most be synchronized, the
transmitted data sequence also cariies synchronization informa-
tion. This sequence is structored in such a way that detected
data is syntactically covrect only when the detection is prop-
erly synchronized. If synchmonism is lost, it can be retrieved
by systematically looking for valid data sequences. This resyn-
chronization scheme, based on the Yiterbi algorithm, is detailed
in [11] and [12].

.3 Waterrmmark Detection and Fingerprint Decoding

Foreach window of the received signal, the watermark signal
iz strengthered throogh Wienerfiltering and coelation mea-
sures with each codeboolr entry ave calcolated. The binary pat-

tem associated with the codebool entry that maximizes the cor-
relation measzure is selected as the received data The syntactic
consistency of the datais constantly analyzed to ensure synchio-
nization, as described in the previons section.

The ootput binary sequence is then converted back into
ADUs. PForeach 8-s andio segment, the correspording finger-
print data is repeated several times in the watermark (16 times
in average). Possible detection erors (incloding most emors
cansed by malicions attacks) can then be comected by a sim-
ple majority mle, providing a replica of the ariginal fingerprint
of the signal.

.4 Matching and Report

Finally, the fingerprint of the watermarked signal is extiacted
thiongh the same procedure presented in section TII-C 1% and
compated with the original fingewprint obtained from the water-
mark. If the two sequences of ADUs match perfectly, the system
concludes that the signal has not been modified after watermark-
ing; otherwise, the system determines the instants associated to
the non-matching ADUs, which comespond the approximate lo-
cations where the signal has been comupted. Identical ADUs
slightly shifted in time are considered to match, since such shifts
may occur when the signa is submitted to content-preserving
tianstormations te.g. MPEG compression).

IV, SiMULaTIONS
A Experimental condiions

Results of cot-and-paste tests ae preserted for foor 8-z
test signals: two songs with woice and instrumerts (signal
“cher”, from Cher’s “Believe”, and signal “estiella morente™,
3 piece of flamenco mosic), one song with voice only (signal
“ovega”, Snzanne Vega's“Tom s diner™, a eappella version), and
ore speech signal (signal “the_brealmp™, At Garfonkel’s “The
breakup™. The signals were sampled at 32 kHz and were in-
audibly watermarked with a signal to watermark power ratio of
23 dB in average.

E KResults

Fig. 4 shows the simnlation resolts for all test signals. Bor
each signal, the two horzontal bars represent the original signal
fupperbar) and the watermarred and attacked signal {lowerbar).
Time is irdicated in seconds on top of the graph. The darl-gray
zones correspond to attacks: in the upper bar, they represent
segments that have been twsertad in the andio signal, whereas
in the lower bar they represert segments that have been defeted
from the andio signal. Fingerprint information (ie. the ADUs)
is marked cver each bar.

Bor all signals, the onginal fingerprint was successtully re-
constructed from the watermark. Detection enors introdoced by
the cot-and-paste attacks were eliminated by exploiting the re-
dundancy of the information stored in the watermnark.

A visual inspection of the graphs in Fig. 4 shows that the
ADUs in the vicinities of the attacked portions of the signal
were aways modified. These comupted ADUs allow the sys-
tem to determine the instant of the attack within 2 magin of
approximately +1 second.
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Bor the last signal (“the _brealmp™), we also obeerve tha the
attachks induced two changes in relatively distant ADU s (approx-
irmately 2 = after the first attack and 2 = before the second one).
This can be considered a false alarm, since the signal was not
modified in that zone but

Y. ADVAMWTAGES OF THE M1XED APPROACH

In this section, we summarize the main advantages of the
mixed appoach in compatizon with other irtegrity -verification
methods:

« Mo side information is requived for the integiity test; all the
information needed is contained in the watermark or obtained
fiom the andio signal iteelf. This is not the case for systems
baszed =olely on fingerprinting, since the oliginal fingerprint is
necessary during the integrity test. Systems based solely on wa-
termarking may also requite side infoimation, as the data em-
bedded into the signal cannot be dedoced from the signal itself
and muost be stored elzewhere;

« Slight content-preserving distortions do not lead the system
to “false alams™, since the fingerprint and the watermark are
not affected by these tanstomations. Hashing methods (such
as MDSY and fragile watemmarks geneally do not resist such
transtomations;

« In gereral, localized medifications in the audio signal also
have a localized effect on the fingerpiint, which enables the sys-
temm to deterrnine the approximate locations where the signal has
beencormpted. Thisis not the case for simple hashing methods,
since the eftects of a localized modification may be propagated
to the entire signal;

« Global signal modifications can also be detected by the sys-
term; in this case, the entire fingerprint will be modified andfor
the watermark will not be snccesfnlly detected,

« The method is well snited for streaming andio, since all the
processing can be dore in real time.

Y1 CONCLUSIONE

In this paper, we have presented a system for integrity ver-
ification of andio recomings bazed on a2 combination of wa-
termarking and fingerprinting. By exploiting both technigues,
our systermm avoids most drawbacks of taditional integrity-
verification systerms based solely on fingerprinting or water-
markirg. Unlile most traditional approaches, no side informa-
tion iz required for integity verification. Additionally,the effect
of localized modifications generally do not spread to the rest of
the signal, enabling the system to determine the approximate lo-
cation of such modifications. Expernimental resolts confirmn the
effectiveness of the systerm.

As next steps in this tesearch, we will consider alternatives to
forther increase overall system celiability, particularly in what
concems falee alams (ie. signal modifications detected after
content-preserving transformations orin 2zones where the signal
was not modified). More efficiert coding schemes will also be
considered for fingerprint encoding prior 1o embedding.
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