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Abstract—This article investigatespattern sequencesor Dir ect Se-
guenceCode Division Multiple Access(DS-CDMA) spread spectrum
communication of image watermarks. The problem is stated and
three choicesof sequencegeneration are proposed, namely: tradi-
tional pseudorandomgeneration,deterministic sequence& om Walsh
and Hadamard basis,and generation by Gram-Schmidt orthogonal-
ization of pseudorandomsequences.The desirable properties for a
sequenceare defined and the choicesare compared basedon the de-
tectionreliability of the watermark. We presentanalysis,comparisons
and conclusionsabout the proper choiceof sequencegor watermark-
ing applications.
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|. INTRODUCTION

Digital watermarkingallows us to embedhidden data
into a hostcontent(image,speechmusic,video, etc)for a
variety of importantapplications:copyright protection fin-
gerprinting,copy protectionbroadcasinonitoring,dataau-
thentication,indexing, datahiding and othersapplications
[1], [2], [3]. An exponentiallyincreasingnumberof publi-
cationshasappearean the subjectduringthe lastdecade,
indicatingthe increasinginterestof the scientificcommu-
nity [2].

Among the mary existing watermark insertion ap-
proaches spreadspectrumhas beenshavn to have very
desirableproperties. One of mostinterestingpropoerties
is that narrav bandwatermarksare spreadover mary fre-
gueng binssothattheenegyin ary givenbinis verysmall
andhardly detectablg4]. Many works usethe conceptof
spreadspectrumcommunicationso understandvatermark
insertionasinformationtransmissiorover a noisy channel
[4], [1], wherethenoisein this caseis thehostcontent.The
implementatiorof efficient spreadspectrumwatermarking
requiresthe generatiorof a setof patternswith very spe-
cific properties.To the authors’bestknowledge,this issue
hasnotyetreceivedthe dueattentionin theliterature. This
is speciallyimportantin practicalwatermarkingsystemsin
whichthelengthof thepatternsequenceis usuallynotvery
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long. It is commonin mary worksto assumehat pseudo-
randomgeneratiorof sequencesufiicesfor watermarking
applications.However, we verified thatthis is not the case
whenthe sequencéengthis constrainedo a fration of the
full imagesize.

In this paper we investigatethe issueof patterndesign
for spreadspectrumwatermarkingand proposetwo tech-
nigueswhich can significantly improve watermarkdetec-
tion. We statethe necessargonditionsa patternsequence
must satisfy in orderto maximize correctdetection. We
provide exampleswith imagedatato illustratetheimprove-
ments obtained using the proposedpatterns. We com-
parethe new techniqueswith the classicalpseudorandom
sequencegeneratiormethod,highlighting advantagesand
limitations of eachmethod.

Il. WATERMARK INSERTION

Considera watermarkbit string as a sequencevith N
bits:
B={b1,b2,...,bN},bi€{0,1} Q)

_ Defineanew sequgncé? suchthatBi =2-b;—1. Then,
b; € {-1,1}. Also, B is azeroaveragesequence B has
equalnumberof zerosandones.

Considera set P of N patternsto be usedfor spread
spectrumwatermarkingmageblocks I of length M (also
known asthehostimage).Thus,

P= {Pl,PQ, e ,PN},H = {pli;p%; s ;pMi}

whereeachpatternp; is asequencef length M.

Thewatermarkbit string B with NV bits is spreadnto a
watermarksequencéV with dimensionM by performing
theoperation1]:

)

N
W=> b ©)

Jj=1

Finally, the watermarkis insertedinto the imageblock
throughthe operation:

Iw=I+a-W 4)

wherea is againfactorand Iy is the watermarledimage
block, alsoknown asthe stegoimage.



InternationalTelecommunicationSymposium- ITS2002,Natal, Brazil

Watermarkdetectionis implementedusing correlation.
A decisionvariablet; is extractedfrom the receved im-
age Iy (assumingno transmissionerrorsor distortions)
for eachpatternP; by evaluatingthe zero-lagspatialcross-
covariancefunction[5]

WATERMARK DETECTION

ti = (P, — mi(P), Iw — ma (Iw)) (0) (5)
wherethe averagem; (S) of a sequences with elements
sk, k=1,...,M isgivenby

1 M
= i Z Sk (6)
k=1

andthe zero-lagcross-correlatiomf two sequence$ and

R with elementss;, andry, respectiely, k = 1,..., M, is
givenby
1 M
(S,R)(0) = i kZ:I SkTk (7)

Thebit b; is detectedhszeroif ¢; < 0 andasoneother
wise. In thefollowing, the (0) usedin (7) to indicatezero
lag will bedroppedfor simplicity.

IV. DESIRABLE PROPERTIES

The patternscanbe designedo minimize the numberof
detectionerrors. Detectionerrorsaredirectly associatedo
the computationof ¢;. If the patternsP; arechosersothat
m1 (P;) = 0 for all 4, it resultsin:

N
- E b;
j=1

And thecomputatiorof ¢; becomes:

N
ti:<Pi, I+a-25j-Pj—m1(I) >

Jj=1

ml(Iw)Zml I+ —ml(I)

(8)

N
= (P, ) +a- Y bj-(P,P) = (P,mi(I)) (9
j=1
AssumingzeroaverageP; sequencest reducego:

ti = (P, I) +a Zb

j=1

(P;, Pj) = (P, Iw)  (10)

A. Decorrelating the Segoimage

A techniqudrequentlyemployedto improve detectionis
to realizeimagepredictionor whitening beforeevaluating
the cross-correlationf5], [6]. Using this approacha pre-
diction Ip of theimageis computedsuchthatl = Ip + ¢,
wheree is the predictionerror, which includesmodeling

errors,noiseand distortionsintroducedby filtering, lossy
compressionD/A corversion,etc. Then,the predictionlp
is subtractedrom the stegoimagelyy .

After detectionthe cross-coariancebecomes:

ti = (P, [Iw — Ip — mi(Iw)])
=(P;,[Iw — I +e—mi(Iw))])

N
=<H~, I+a-Y bj-P >—(H~,I)+

+ (H,G) - <P’Hm1(IW)) (11)

For zero-averagesequence®; andassuminghatthepre-

diction erroris uncorrelatedvith every P;, i = 1,..., M,
(11) reducego
N
i = Q- b] PMP <-P25(IW _IP)> (12)
7j=1

The imageprediction/p canbe computedusing deter
ministic or statisticalaveraging,aswell aslinear or non-
linearlow-pasdiltering [7].

B. Summary of the Desirable Properties

The analysisabove indicatessomedesirableconditions
for the patternP;,7 = 1,... N to be usedin spreadspec-
trumwatermarking Watermarldetectioris improvedif the
following conditionsaresatisfied:

1. P, i=1,..., M shouldbezeroaveragesequences.
2. Thespatialcorrelations(P;, P;), j # 4 shouldbe mini-
mized. Ideally, sequence$’; and P; shouldbe orthogonal
wheneerj # i.

3. EachP;, i = 1,....M shouldbe uncorrelatedvith the
image I whenimage predictionis not used. Otherwise,
eachP; shouldbeuncorrelatedvith thepredictionerrorse-
guence.

4. The spatial correlation <P,~, b; - P; ) should be maxi-

mized,but constrainedby thealloweddistortionin theorig-
inal imagedueto thewatermarkingorocess.

V. GENERATING SEQUENCES

In thissectionwe discusneexistingtechniqueandpro-
posenew techniquegor generatingsequencet beusedas
patternsfor spreadspectrumwatermarking.The objective
is to properlydesignsuchsequencei orderto achieethe
desirablepropertiediscussedhn the previoussection.

A. Pseudorandom Sequences

A techniquefrequently usedis to generatepatternsp;
that are pseudorandonsequences.The simplestway to
generatea pseudorandorsequencés by usinglinear con-
gruentialgeneratorsuchasthoseprovidedby thefunctions
rand() andsrand() availablein the ANSI C library.
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This simple generationapproach however, may not pro-
ducetherandomnesdesiredor agivenapplicationasdis-
cussedin detail in [8]. Moreover, a pseudorandongen-
erator can theoreticallyguaranteethat m, (P;) = 0 and
(P;, P;) = 0 only for infinite length sequences.This is
certainlynotthecasen practicalapplicationsf imagepro-
cessing.As theimagesizeincreasesyny (P;) and(P;, P;)
approacteero.

In orderto investigataf thisapproacttangenerateyood
sequencefor CDMA watermarkingapplicationswe pro-
ceedasfollows. Usingther and() function,we generate
anN x M binarymatrixwith valuesin {—1,1}. TheN se-
quences’;,i = 1,..., N with lengthM arethenextracted
from this matrix. The binary watermarkbit string B with
valuesin {0,1} anddimensionN is generatedising the
sameprocedurawith theappropriatedimensions.

B. Walsh and Hadamard Sequences

Anotherway to generatesequencesvhere (P, Pj) =
0,¢ # j is by usingthe orthogonabasisfrom eitherWalsh
transformor Hadamardransform[9]. Eachbasisis already
definedwith valuesin {—1,1} andareorthogonalto each
other suchthat(P/, Pj) = 0,i # j only for sizesM power
of two, M = 2,4,8,16,32,.... For othersizesof M, we
needto generate@northogonabasiswith size2lt092M]+1
andtruncatethe vectorsto size M. Thusfor sizesM not
power of two, we do not achiese orthogonalityamongthe

sequences.

C. Orthogonalization with Gram-Schmidt

As discussedn the sectionof results,for small size M
thepseudorandoraequencepresentigh crosscorrelation
suchthat (P;, P;) > 0,i # j. By usingthe Gram-
Schmidt[10] methodfor orthogonalizatiorof pseudoran-
dom sequencegeneratedas described,we can achiese
(P/,P]) = 0,i # j. Moreover, eachsequenceP; is nor-
malizedsuchthatits enegy is equalto the enegy of P;,
whichis M sinceP; hasvaluesin {—1,1}. With this nor-
malizationwe are,in average,ntroducingthe samedistor
tion asbeforeandthetechniquesnaybefairly compared.

V1. RESULTS
A. Watermarking System

In orderto comparethe sequencegeneratiortechniques
we proposea watermarkingsystemdescribedas follows.
We splittheimageinto blocksof K by K pixels.We spread
the samewatermarkinto eachblock accordingto Eq. 4.
Our insertionprocedureconsiderghe imageasa partition
of size K by K. The watermarkof size N is randomly
generatedisingthelinearcongruentiafunctionrand(). The
matrix P of sequencewill generatedccordinglyto oneof
thethreechoicesexplainedbefore.

B. Evaluating the Sequences

We evaluatethe techniquesy randomlygeneratingl 00
watermarksof size N for eachdifferentblock size of K
by K. For eachsimulationwe useone watermark. This
watermarkis insertedin all blocksof size K by K, for the
sameimage. We detectthe watermarkby using Eq. 12
andfor eachsimulationj, we countthe numberof blocks
wherei-th bit, b;, of the watermarkwascorrectlydetected,
we namethis count as hit; ;. For eachsimulationj we
computethe watermarkdetectionreliability for the bit b;
astheratio ¢; ; ’”f”’, where L is the total numberof
blocksin theimageandtheratio c; ; is in therange[0, 1].
We repeatthis procedurefor all N bits of the watermark.
Notice that the imageblock sizeis M = K - K andthe
watermarksizeis N. We usethe block averagesof the
stegoimageaspredictionsfor Eq. 12.

C. Smulations

In our simulationawve testedor K rangingfrom 20 to 65
andfor N rangingfrom 64 to 1023 bits. We illustratethe
resultsby shaving thereliability curvesfor awatermarkof
1023 bits. In the Fig. 1 areillustratedthe maximum,min-
imum andaveragereliability curvesfor pseudorandorse-
guences.The maximum,minimum andaveragevaluesare
computedbasednareliability vectorof dimensionl 00 for
eachbit. Eachsimulationyj for a given K usesa different
watermarkandhasN reliabilities ¢; ;. By computingthe
averagefor eachsimulationwe mayshawv the averagevari-
ability in the Fig. 2 for pseudorandorsequencesThe av-
eragereliability for simulationj is givenascé; = L%\l,c”.

Similarly, we presenthe curvesfor sequencegenerated
from theHadamardandWalshbasisin theFigs. 3,4,5and
6. For sequencegeneratedy Gram-Schmidbrthogonal-
ization,we presentheresultsin Figs. 7 and8.

D. Analysisof Results

For pseudorandonsequencesve notice that for small
size M = K - K thereexists a considerablecrosscorre-
lation andit resultsin lower reliability asillustratedin the
Figs.1 and2. Fromthesefigureswe seethatthe minimum
is zero, which meansthat one or more bits of the water
mark cannotbe detected Minimum reliability valueabove
0.5assuraletectionof bit s.

For sequencegeneratedrom Walshand Hadamarda-
sis,we achieve highreliability only for M = K - K power
of two. In theFigs. 3, 4, 5 and6, we found betterresults
for K nearby32 = vV M = 1024,45 ~ vV M = 2048,64 =
VM = 4096,.... We achieve a betterperformancethan
pseudorandorsequenceat theseblock sizes speciallyfor
smallsizesof M. In mary practicalwatermarkingapplica-
tions,small M areused.If blocksizesM arenearbypower
of two, the proposedWalsh and Hadamardsequencesare
recommendedincefor thesesizesthey have betteraverage
reliability with lower variability.
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Fig. 1. Reliability Rangefor PseudorandorSequences.
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Fig. 2. AverageReliability andDispersionfor PseudorandorSequences.

For sequencegeneratecy Gram-Schmidirthogonal-
ization, we found a muchbetteraverageperformancehan
the previoustechniquesasillustratedin the Figs. 7 and8.
With this techniquewe can achieve orthogonalityamong
the sequences$or all block sizesM. Moreover, the min-
imum detectionreliability is always greaterthan 0.5 and
the averagevariability is smallerthanthe others.For those
blocks of size K - K where the minimum reliability is
greaterthan0.5, we assureperfectdetectionfor all bitsand
for all onehundredwatermarksTheonly restrictionis that
N mustbesmallerthanM = K - K, otherwisewe cannot
generateNV orthogonalsequencesf length M. We notice
thatproblemin the simulationsfor K < 32, sinceour test
watermarkshave N = 1023. This performancealecreasing
appearsn thefigures.

Sincewe enforceenegy normalizationof the sequences,
wefoundaverysimilarlevel of distortionfor all threetech-
niguesdiscussed.Therefore,the comparisonsvere made
underconditionsof samewatermarkenepy.
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VIlI. CONCLUSIONS

In this paperwe discussthreetechniquedor generating
patternsequences.Thesesequencesre usedfor spread
spectrumwatermarkingapplications Froma statisticaland
deterministigpoint of view, we derive somedesirablgrop-
ertiesfor thesessequencewhenappliedto watermarking.
We clearlyshaw that patternsequencesusthave very low
zerolag crosscorrelationin orderto achiese high detection
reliability of the watermark. Moreover, we show that se-
guencesnusthavelow zerolag crosscorrelatiorwith either
theimageor theimageprediction,dependingf aprediction
schemes used.

We proposetwo techniqueghat presentsthe desirable
propertiesand discusstheir characteristics.We compare
thesetwo new techniqueswith the traditional pseudoran-
dom generationand resultsindicate that both new tech-
nigueswill increasesignificantly the detectionreliability
for practicalwatermarkingapplications.Theimprovement
over the traditional pseudorandongeneratioris more sig-
nificantwhentheblock sizeis small. Although our results
arebasedon imagesthe sameconclusionscanbe applied
to othertype of datalik e speechmusic,video, etc.
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