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Abstract—This article investigatespattern sequencesfor Dir ect Se-
quenceCodeDivision Multiple Access(DS-CDMA) spreadspectrum
communication of image watermarks. The problem is stated and
thr ee choicesof sequencegeneration are proposed,namely: tradi-
tional pseudorandomgeneration,deterministic sequencesfr om Walsh
and Hadamard basis,and generationby Gram-Schmidt orthogonal-
ization of pseudorandomsequences.The desirable properties for a
sequenceare definedand the choicesare compared basedon the de-
tection reliability of the watermark. Wepresentanalysis,comparisons
and conclusionsabout the proper choiceof sequencesfor watermark-
ing applications.

Keywords—Image Processing,Image Watermarking, SpreadSpec-
trum.

I . INTRODUCTION

Digital watermarkingallows us to embedhidden data
into a hostcontent(image,speech,music,video,etc) for a
varietyof importantapplications:copyright protection,fin-
gerprinting,copy protection,broadcastmonitoring,dataau-
thentication,indexing, datahiding andothersapplications
[1], [2], [3]. An exponentiallyincreasingnumberof publi-
cationshasappearedon thesubjectduringthe lastdecade,
indicatingthe increasinginterestof the scientificcommu-
nity [2].

Among the many existing watermark insertion ap-
proaches,spreadspectrumhasbeenshown to have very
desirableproperties. One of most interestingpropoerties
is thatnarrow bandwatermarksarespreadover many fre-
quency binssothattheenergy in any givenbin is verysmall
andhardlydetectable[4]. Many worksusethe conceptof
spreadspectrumcommunicationsto understandwatermark
insertionasinformationtransmissionover a noisychannel
[4], [1], wherethenoisein thiscaseis thehostcontent.The
implementationof efficient spreadspectrumwatermarking
requiresthe generationof a setof patternswith very spe-
cific properties.To theauthors’bestknowledge,this issue
hasnot yet receivedthedueattentionin theliterature.This
is speciallyimportantin practicalwatermarkingsystems,in
whichthelengthof thepatternsequencesis usuallynotvery
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long. It is commonin many works to assumethatpseudo-
randomgenerationof sequencessufficesfor watermarking
applications.However, we verifiedthat this is not thecase
whenthesequencelengthis constrainedto a fration of the
full imagesize.

In this paper, we investigatethe issueof patterndesign
for spreadspectrumwatermarkingandproposetwo tech-
niqueswhich cansignificantly improve watermarkdetec-
tion. We statethenecessaryconditionsa patternsequence
must satisfy in order to maximizecorrectdetection. We
provideexampleswith imagedatato illustratetheimprove-
ments obtainedusing the proposedpatterns. We com-
parethe new techniqueswith the classicalpseudorandom
sequencegenerationmethod,highlighting advantagesand
limitationsof eachmethod.

I I . WATERMARK INSERTION

Considera watermarkbit string as a sequencewith �
bits: �����	��
	�
���������������������
�������	����� �

(1)

Defineanew sequence!� suchthat !� � �#"%$&� �(' �
. Then,!���)�*� ' �+���,�

. Also, !� is a zeroaveragesequenceif
�

has
equalnumberof zerosandones.

Considera set - of � patternsto be usedfor spread
spectrumwatermarkingimageblocks . of length / (also
known asthehostimage).Thus,- ��� - 
	� - �,��������� - �0�+� - �1�2�&34
5�6�738�
�5���������934:;�5�

(2)

whereeachpattern- � is a sequenceof length / .
Thewatermarkbit string

�
with � bits is spreadinto a

watermarksequence< with dimension/ by performing
theoperation[1]:

< � �=>&? 
 !� > $ - > (3)

Finally, the watermarkis insertedinto the imageblock .
throughtheoperation:.�@ � .BA*C $ < (4)

where C is a gainfactorand .�@ is thewatermarkedimage
block,alsoknown asthestegoimage.
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I I I . WATERMARK DETECTION

Watermarkdetectionis implementedusing correlation.
A decisionvariable D � is extractedfrom the received im-
age .�@ (assumingno transmissionerrors or distortions)
for eachpattern- � by evaluatingthezero-lagspatialcross-
covariancefunction[5]D � �FE - �G'IHJ
�K - �ML � . @ '�HN
,K . @ L&OPK � L

(5)

wherethe average
HN
,K7QRL

of a sequence
Q

with elementsS	T , U �2� ��������� / is givenbyHN
,K7QRL � �
/

:=T ? 
 S	T (6)

andthe zero-lagcross-correlationof two sequences
Q

andV
with elementsS T and W T , respectively, U �X� ��������� / , is

givenby E Q � V O4K � L � �
/

:=T ? 
 S	T W T (7)

Thebit
���

is detectedaszeroif D �ZY[�
andasoneother-

wise. In the following, the
K � L

usedin (7) to indicatezero
lag will bedroppedfor simplicity.

IV. DESIRABLE PROPERTIES

Thepatternscanbedesignedto minimizethenumberof
detectionerrors.Detectionerrorsaredirectly associatedto
thecomputationof D � . If thepatterns- � arechosenso thatH 
 K - � L �\�

for all ] , it resultsin:HJ
�K . @ L � HJ
�K .^A_C $ �=>&? 
 !� > $ - > L � HJ
�K . L (8)

And thecomputationof D � becomes:

D �1�a` - �&�Rbc .^A_C $ �=>&? 
 !� > $ - > '�H 
 K . Ledf^g
��E - �&� . O A_C $ �=>&? 
 !� > $+E - �&� - > O�' E - �&� H 
 K . L&O (9)

Assumingzeroaverage- � sequences,it reducesto:

D �1��E - �5� . O A*C $ �=>&? 
 !� > $ E - �&� - > O ��E - �5� .�@ O
(10)

A. Decorrelating the Stegoimage

A techniquefrequentlyemployedto improvedetectionis
to realizeimagepredictionor whiteningbeforeevaluating
the cross-correlation[5], [6]. Using this approach,a pre-
diction .�h of theimageis computedsuchthat . � .�hiAkj ,
where j is the predictionerror, which includesmodeling

errors,noiseanddistortionsintroducedby filtering, lossy
compression,D/A conversion,etc. Then,theprediction .�h
is subtractedfrom thestegoimage. @ .

After detection,thecross-covariancebecomes:D �1�FE - �5�ml .�@ ' .�h '�H 
 K .�@ LMnoO�FE - � ��l . @ ' .pA*j '�HN
,K . @ LMnoO
�q` - � �)bc .BA*C $ �=>&? 
 !� > $ - > df gr' E - � � . O A

A E - �5� j Os' E - �&� H 
 K .m@ L5O
(11)

Forzero-averagesequences- � andassumingthatthepre-
diction error is uncorrelatedwith every - � , ] �t�+��������� / ,
(11) reducesto

D � � C $ �=>&? 
 !� > $+E - � � - > O ��E - � � K . @ ' . h L5O (12)

The imageprediction . h canbe computedusingdeter-
ministic or statisticalaveraging,aswell as linear or non-
linearlow-passfiltering [7].

B. Summary of the Desirable Properties

The analysisabove indicatessomedesirableconditions
for the pattern - �5� ] �u� ������� � to be usedin spreadspec-
trumwatermarking.Watermarkdetectionis improvedif the
following conditionsaresatisfied:
1. - � , ] �F� ��������� / shouldbezeroaveragesequences.
2. Thespatialcorrelations

E - � � - > O , v�w� ] shouldbemini-
mized. Ideally, sequences- � and - > shouldbeorthogonal
whenever vxw� ] .
3. Each - � , ] �y�+��������� / shouldbeuncorrelatedwith the
image . when imageprediction is not used. Otherwise,
each- � shouldbeuncorrelatedwith thepredictionerrorse-
quencej .
4. The spatial correlation z(- � � !� � $ - �5{ should be maxi-

mized,but constrainedby thealloweddistortionin theorig-
inal imagedueto thewatermarkingprocess.

V. GENERATING SEQUENCES

In thissectionwediscussoneexistingtechniqueandpro-
posenew techniquesfor generatingsequencesto beusedas
patternsfor spreadspectrumwatermarking.The objective
is to properlydesignsuchsequencesin orderto achievethe
desirablepropertiesdiscussedin theprevioussection.

A. Pseudorandom Sequences

A techniquefrequentlyusedis to generatepatterns- �
that are pseudorandomsequences.The simplestway to
generatea pseudorandomsequenceis by usinglinearcon-
gruentialgeneratorssuchasthoseprovidedby thefunctions
rand() andsrand() available in the ANSI C library.
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This simple generationapproach,however, may not pro-
ducetherandomnessdesiredfor agivenapplication,asdis-
cussedin detail in [8]. Moreover, a pseudorandomgen-
erator can theoreticallyguaranteethat

HN
,K - �eL �|�
andE - �5� - > O �}�

only for infinite length sequences.This is
certainlynot thecasein practicalapplicationsof imagepro-
cessing.As the imagesizeincreases,

HJ
�K - �ML and
E - � � - > O

approachzero.
In orderto investigateif thisapproachcangenerategood

sequencesfor CDMA watermarkingapplications,we pro-
ceedasfollows. Usingtherand() function,we generate
an �X~0/ binarymatrixwith valuesin

� ' � ��� �
. The � se-

quences- � � ] �2�+��������� � with length / arethenextracted
from this matrix. The binary watermarkbit string

�
with

valuesin
�m����� �

and dimension � is generatedusing the
sameprocedurewith theappropriatedimensions.

B. Walsh and Hadamard Sequences

Another way to generatesequenceswhere ��-��� � -��>+� ���� ]Bw� v is by usingtheorthogonalbasisfrom eitherWalsh
transformor Hadamardtransform[9]. Eachbasisis already
definedwith valuesin

� ' � ��� �
andareorthogonalto each

other, suchthat ��-��� � -��>,� ����� ]�w� v only for sizes/ power
of two, / ��"��5�8�&���������&�+"��������

. For othersizesof / , we
needto generatedanorthogonalbasiswith size

"4�����5�&� :;�6�1

andtruncatethe vectorsto size / . Thusfor sizes / not
power of two, we do not achieve orthogonalityamongthe
sequences.

C. Orthogonalization with Gram-Schmidt

As discussedin the sectionof results,for small size /
thepseudorandomsequencespresenthighcrosscorrelation
such that

E - � � - > O � ��� ]2w� v . By using the Gram-
Schmidt[10] methodfor orthogonalizationof pseudoran-
dom sequencesgeneratedas described,we can achieve��-��� � -��> � �a��� ]�w� v . Moreover, eachsequence-��� is nor-
malizedsuchthat its energy is equalto the energy of - � ,
which is / since - � hasvaluesin

� ' �+��� �
. With this nor-

malizationwe are,in average,introducingthesamedistor-
tion asbeforeandthetechniquesmaybefairly compared.

VI . RESULTS

A. Watermarking System

In orderto comparethesequencegenerationtechniques
we proposea watermarkingsystemdescribedas follows.
Wesplit theimageinto blocksof � by � pixels.Wespread
the samewatermarkinto eachblock accordingto Eq. 4.
Our insertionprocedureconsidersthe imageasa partition
of size � by � . The watermarkof size � is randomly
generatedusingthelinearcongruentialfunctionrand().The
matrix - of sequenceswill generatedaccordinglyto oneof
thethreechoicesexplainedbefore.

B. Evaluating the Sequences

We evaluatethetechniquesby randomlygenerating
���+�

watermarksof size � for eachdifferent block size of �
by � . For eachsimulationwe useonewatermark. This
watermarkis insertedin all blocksof size � by � , for the
sameimage. We detectthe watermarkby using Eq. 12
andfor eachsimulation v , we countthe numberof blocks
wherei-th bit,

���
, of thewatermarkwascorrectlydetected,

we namethis count as ��]MD >&� � . For eachsimulation v we
computethe watermarkdetectionreliability for the bit

���
as the ratio � >
� � ��� �����e� �  , where ¡ is the total numberof
blocksin the imageandthe ratio � >
� � is in the range

l ����� n
.

We repeatthis procedurefor all � bits of the watermark.
Notice that the imageblock size is / � � $ � and the
watermarksize is � . We usethe block averagesof the
stegoimageaspredictionsfor Eq. 12.

C. Simulations

In oursimulationswetestedfor � rangingfrom
",�

to
�+¢

andfor � rangingfrom
�,�

to
���+" �

bits. We illustratethe
resultsby showing thereliability curvesfor awatermarkof���+" �

bits. In theFig. 1 areillustratedthemaximum,min-
imum andaveragereliability curvesfor pseudorandomse-
quences.Themaximum,minimumandaveragevaluesare
computedbasedonareliability vectorof dimension

���+�
for

eachbit. Eachsimulation v for a given � usesa different
watermarkandhas � reliabilities � >
� � . By computingthe
averagefor eachsimulationwemayshow theaveragevari-
ability in theFig. 2 for pseudorandomsequences.Theav-

eragereliability for simulationv is givenas !� > �y£�¤�¦¥�§�¨ �o� ��
.

Similarly, wepresentthecurvesfor sequencesgenerated
from theHadamardandWalshbasisin theFigs.3, 4, 5 and
6. For sequencesgeneratedby Gram-Schmidtorthogonal-
ization,we presenttheresultsin Figs.7 and8.

D. Analysis of Results

For pseudorandomsequenceswe notice that for small
size / � � $ � thereexists a considerablecrosscorre-
lation andit resultsin lower reliability asillustratedin the
Figs.1 and2. Fromthesefigureswe seethattheminimum
is zero, which meansthat one or more bits of the water-
markcannotbedetected.Minimum reliability valueabove
0.5assuredetectionof bit ] .

For sequencesgeneratedfrom WalshandHadamardba-
sis,we achievehigh reliability only for / � � $ � power
of two. In the Figs. 3, 4, 5 and6, we found betterresults
for � nearby

�+"��[© / �����+",�(�5�ª¢^«[© / �#",� �+�ª�
�,�0�© / �¬��� ­+�ª�������
. We achieve a betterperformancethan

pseudorandomsequencesat theseblocksizes,speciallyfor
smallsizesof / . In many practicalwatermarkingapplica-
tions,small / areused.If blocksizes/ arenearbypower
of two, the proposedWalshandHadamardsequencesare
recommendedsincefor thesesizesthey havebetteraverage
reliability with lowervariability.
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Fig. 1. Reliability Rangefor PseudorandomSequences.

0.7

0.75

0.8

0.85

0.9

0.95

1

20 25 30 35 40 45 50 55 60 65

R
el

ia
bi

lit
y 

C®

K: Width of square block of size K.K

Fig. 2. AverageReliability andDispersionfor PseudorandomSequences.

For sequencesgeneratedby Gram-Schmidtorthogonal-
ization,we founda muchbetteraverageperformancethan
the previous techniquesasillustratedin theFigs. 7 and8.
With this techniquewe can achieve orthogonalityamong
the sequencesfor all block sizes / . Moreover, the min-
imum detectionreliability is always greaterthan

���¯¢
and

theaveragevariability is smallerthantheothers.For those
blocks of size � $ � where the minimum reliability is
greaterthan

��� ¢
, weassureperfectdetectionfor all bitsand

for all onehundredwatermarks.Theonly restrictionis that� mustbesmallerthan / � � $ � , otherwisewe cannot
generate� orthogonalsequencesof length / . We notice
thatproblemin thesimulationsfor � Y���"

, sinceour test
watermarkshave � �°����",�

. This performancedecreasing
appearsin thefigures.

Sinceweenforceenergy normalizationof thesequences,
wefoundaverysimilar level of distortionfor all threetech-
niquesdiscussed.Therefore,the comparisonsweremade
underconditionsof samewatermarkenergy.
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Fig. 3. Reliability Rangefor WalshSequences.
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Fig. 4. AverageReliability andDispersionfor WalshSequences.
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Fig. 5. Reliability Rangefor HadamardSequences.
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Fig. 6. AverageReliability andDispersionfor HadamardSequences.

0

0.2

0.4

0.6

0.8

1

20 25 30 35 40 45 50 55 60 65

R
el

ia
bi

lit
y 

C®

K: Width of square block of size K.K

Maximum
Average

Minimum

Fig. 7. Reliability Rangefor OrthogonalSequences.
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Fig. 8. AverageReliability andDispersionfor OrthogonalSequences.

VII . CONCLUSIONS

In this paperwe discussthreetechniquesfor generating
patternsequences.Thesesequencesare usedfor spread
spectrumwatermarkingapplications.Fromastatisticaland
deterministicpointof view, wederivesomedesirableprop-
ertiesfor thesessequenceswhenappliedto watermarking.
Weclearlyshow thatpatternsequencesmusthavevery low
zerolagcrosscorrelationin orderto achievehighdetection
reliability of the watermark. Moreover, we show that se-
quencesmusthavelow zerolagcrosscorrelationwith either
theimageor theimageprediction,dependingif aprediction
schemeis used.

We proposetwo techniquesthat presentsthe desirable
propertiesand discusstheir characteristics.We compare
thesetwo new techniqueswith the traditional pseudoran-
dom generationand results indicate that both new tech-
niqueswill increasesignificantly the detectionreliability
for practicalwatermarkingapplications.Theimprovement
over the traditionalpseudorandomgenerationis moresig-
nificantwhentheblock sizeis small. Althoughour results
arebasedon images,the sameconclusionscanbe applied
to othertypeof datalikespeech,music,video,etc.
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