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Abstract— Lately, the actual statistical behavior of LAN/WAN  sured) that show aggregated (Gaussian or non-Gaussiaim) or
traf ¢ is being confronted against classical Markovian-based mod- gle ow (ON —OFF exponential or paretian) behavior.
els. Many theoretical and simulation work have been done to date. As explained below, this tool can be used whether on con-

Almost all such disagreements are based on software simulations. fi iented hiah d network bord itch Int
In this article we show a simple yet reliable tool that can emulate nection oriented high-speed network border switches or Inter-

in an ef cient manner many LAN/WAN traf ¢ workloads. Span-  Net routers with QoS, where call admission control (CAC) al-
ning from Markovian-type traf ¢ to fractal models. With this tool  gorithms for traf c management and policing are necessaries.
you can reproduce the statistical behavior you want your IP traf ¢ This work will not discuss about Markovian or self-similar

ows would have over a real network environment. It canrepro-  yhaqry byt shows how those theoretical models can be used to
duce either real aggregated traf ¢ (previously measured traces) . .

or simply one workstation traf ¢ behavior. This is a UDP-based Produce synthetical IP trafc ows instead. _

tool, averting the complex TCP ow control mechanism (this was ~ Therefore, Section 2 brie y explains how traf c is generated,
done so just for practical purposes only), nevertheless TCP ows Section 3 shows two examples that argue in favor of the reliabil-
can be reproduced though. All tests using this tool were supported ity of this tool, Section 4 presents the statistical analysis applied
with well-funded statistical analysis methods and was veri ed that -, ¢ theoretical models and real IP traf ¢ so obtained, Sec-
statistical properties, overall concerning the Hurst () parame- . . . . .
ter, from such theoretical traces was maintained successfully, i.e., ion 5 gives future research trends. Finally, Section 6 outlines

Hyear — Hineo. All these features make this tool very reliable to  the major conclusions of this work.
work with.

Index Terms—Workload characterization, Traf ¢ engineering, Il. SYNTHETICAL IP TRAFFIC GENERATION
Real Web Traf c Measurements.
In order to obtain those synthetical IP ows, the following

steps have to be followed:
|. INTRODUCTION « Install both sink (server) and source (client) programs
on Linux based machineg¢c is enough to compile
them), this client/server software has been tested on Linux,
SunOS and AIX systems.
The trace le, to be emulated, has to be stored in the source
(client) machine. Integer values reading from this le will
be the number of packets to be sent in that interval of time.
This traf ¢ generator runs as a command line interface
program.

ATELY , new paradigms about network traf ¢ characteri-

zation are under discussion, but no one can argue against
that there exist a very strong evidence that LAN/WAN trafc
is best tted with fractal models rather than Markovian-based
ones, this conclusion was coined based on the seminal work
[1]. Therefore, the need of synthetical Local Area (LAN) and
Wide Area (WAN) Network traf c following as close as possi-
ble the statistical behavior of real LAN/WAN traf ¢ must have Therefore, to reproduce any LAN/WAN traf ¢ behavior, the

a high priority in the traf ¢ engineering and performance mea_rocedure above is mandatory. Fig. 1 shows the test bed envi-

surement world. Short—range dependent (SRD) processes h?%\ﬁement layout where tests took place. Beside the client/server
been confronted with long-range (LRD) dependent processes

) ; Computers, a third machine appears in this gure, this com-
being the latter more successful in that those processes can €M1 is the Network Control Center (NCC), it is intended for
ulate ef ciently real LAN/WAN traf c. For practical research P '

S L%erying the router's network interface. This task was done via
purposes it is necessary a tool that can reproduce such -

work traf ¢ dynamic, both SRD and LRD, just to study andleetRequest@etResponsets/from the router, the data so col-

verify whether network operating systenfsraware can sup- cted was stored to be processed later. Basically, NCC asks for
b gsy P~ the number of IP packets that are owing through it directly to

port such workloads given some quality of service (QoS) f%e Management Information Base (MIB) of the router [4].

end users. o
. : . . . Th DP- I hat, the TCP I -
To this end, a simple tool is being developed and its resu[ts Is is an UDP-based tool, so that, the TCP complex con

o . rol loop is avoided (no window control), even though TCP

are promising. This tool can emulate many data traces spannjn . .
. . trat ¢ could be emulated as well. UDP is useful when single
from mathematical models, namely fractals [1] or Markovian-

based [2] ones, through real IP traf c traces (previously mea-A GUI has not been developed yet



packets have to be sent with no previous positive acknowledgeTherefore X is exactly self-similawith parameter if, for
ments [3]. Moreover, UDP is good for sending messages fraai aggregation levels:, the following sequences have the same
one system to another when the order is not important and @itribution fori > 1, then

of the messages to get to the other machine is not needed.

UDP/IP input
—_—

def

m™ X; m X" ()

UDP/IP output

Where the equalityd,léf, is in the sense of nite-dimensional

UDP client distribution, i.e., their statistical properties are the same for the
T aggregated sum as for the original time series, a canonical ex-
Markovian-type models ample is the frgctlonal Browman_ motion (me) [S]. On the
Fractal-based models @ other hand,X; is called asymptotically self-similaif eq.(2)
Real aggregated traffic ] holds asn — oo.
Per-flow behavior traffic NCC MIB query UDP server

server The concepts above were used to implement the synthetical
workload traf ¢ generator.

Fig. 1. Network con guration test bed environment
I1l. REAL IP TRAFFIC EXAMPLES

Recall that X; is the process to be emulated, then for
Markovian-type model the classical Markov Modulated Pois-
son Process (MMPP) was chosen and for self-similar model the
A. Traffic Characterization fractional Gaussian noise (fGn) was selected.

Network traf ¢ monitoring implies, in someway, a constant
inquire task to the router interface, as the traf c generator prac. Example 1: Markovian-type traffid = 0.5)
duce packets with the same length, our main attention is fo-
cused in the number of packets per unit tilmésee Fig. 2). fo
Sampling process has a rate2tf msec. per sample approx-
imately. Therefore, unit time IAT = 20 msec. Then

Owing the limited number of pages, just ttuepresentative
examples showing the power of this easy tool are depicted.

Markovian-type models were and still being useful for per-
rmance measurements purposes as stated in [2] and many
other papers. This is due, such processes have a well-developed
mathematical theory. It is also knew that those models obeys
# of packets per unit time 4 the non-memory property and therefore can be considerate as

Xi = AT SRD processes [1][5][6]. Fig. 3 shows one trace of a Poisson

process with a mean packet rate given\oy 40. Fig. 4 shows

the result obtained when this mathematical model was the in-
L] put process to the synthetical traf ¢ generator, the IP traf ¢ so

| AT | AT L obtained follows closely the theoretical model behavior.

Fig. 2. Traf c characterization ”

Itis assumed that the traf ¢ so produc&d= {X;}} iswide
sensestationary (WSS) andVAT = measurement duration
The process’(i(m) is known as theaggregate procesand it is
de ned as an average ovet non-overlapped blocks, i.e., the
original time series given by; = (X, Xo, ...) andXi(m) =
(X7, X3, ...)lead us to
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m Fig. 3. Theoretical Markovian-based trace

this time series is also, fon > 1, a WSS stochastic process

with m thetime scale For example, forn = 3 the time series

under study will have non-overlapped blocks size3ofX; is B. Example 2: Self-similar trafficd = 0.84)

the number of IP packets arriving in tieh time interval. Ba-  One of the most outstanding result that has been reached in

sically, aggregation and averaging tend to smooth the structyi@ past few years was the discovery of tedf-similar, or in

of the original time seriesX;. FurthermoreXi(m) is useful to common terms, the fractal characteristic in statistical behavior

estimateH , mathematically is given by of LAN/WAN traf c, as stated in [1]. Fractals can be consid-
erate as long-range dependence (LRD) processes because their

xm) _ 1 [ i”: Y. } ) s@atistical properties vani:;hing ;Iowly. Ever since, many te_ch—
i ml - J nical papers, based on this seminal work [1], have been written
J=(i=lm+1 trying to explain how LAN/WAN traf ¢ has such behavior. De-

2Many tests and trials were performed in our laboratory. spite this brand new traf ¢ paradigm in modern data networks,



* « The Maximum Likelihood Estimator of Whittle
1 « The Periodogram-based method
o \ ‘ i « The Wavelet-based method

A. The Maximum Likelihood Estimator of Whittle

This estimator provides asymptotically consistent and nor-
mally distributed estimators of the unknown parameters of both
Gaussian and non-Gaussian time series. Here, we are not in-
S e e e tended to show the involved theory of this estimator more about

this method can be obtained in [8]. Fig. 7 shows this method
applied over both theoretical theoretical processes and synthet-
ical IP traf ¢ ows. Fig. 8 shows the same method applied over
enormous theoretical breakthroughs have been reached on igsfGn process. From these gures is clear to verify that Hurst
subject. parameter was maintained for both mathematical models, i.e.,

This work uses the fGn as parsimonious model to emulate tieg Markovian-type process it wa ~ 0.5 and for fGn model
cumulating arrival process, i.e., the aggregated workload traftbe estimation procedure minimizedft~ 0.84, as expected.
offered to a given network. Fig. 5 shows one fGn trace obtained
via theRandom Midpoint Displacemei®MD) algorithm [7]
and Fig. 6 depicts the IP traf c obtained using the synthetical
workload generator. The theoretical model was produced with .|
the following parameters: mean packet rate- 25, a variance
given by o2t and a Hurst parametdd = 0.84. Keep in g
mind that the degree of self-similarity is strictly characterized
by Hurst parameter.
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Fig. 4. Real IP traf c obeying that Markovian model
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Fig. 5. Theoretical self-similar fGn trace

) 0.2 0.4 0.6 CE) T 12 14 16
1200 T T T T T T T H

1000 : k : : 1 Fig. 8. Whittle estimator: self-similar fGn model and IP traf ¢

600 -

B. The Periodogram-based method

This method estimates the periodogram (based on Fourier
1 technics) and reveals its behavior near the origin [1][6].
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Fig. 6. Real IP traf c obeying the fGn theoretical model
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IV. STATISTICAL ANALYSIS
In order to warrant the quality of the statistical properties ST
of those synthetical IP traf c traces so generated, three well- L N
known tests were performed. This helped us to verify how ac- -} " s . n . s "

7
log10 v

curate Hurst parameter was maintained during the trials. The
statistical methods were: Fig. 9. Periodogram method: Markovian-based process



If the underlying process has non-LRD properties, the pro- TABLE |
cess will show a at spectrum over its entire range resembling HURST PARAMETER ESTIMATION RESULTS
a second order pure white Guassian noise process. Fig. 9 de- :
picts such behavior for Markovian-type process. This procéqg’erlodogram-based Analysis| 1—2H | H |
produced the synthetical workload IP traf ¢ which in turn hag _Theoretical Poisson procesg  0.016735| 0.49163
its spectral behavior as in Fig. 10. Actual IP Poisson traf ¢ —0.035106 | 0.51755
Theoretical fGn process —0.679732 | 0.83986
Actual IP fGn traf ¢ —0.671513 | 0.83575

cient under Gaussian assumptions. In the wavelet framework
is necessary to study differences of aggregated series (eq.(1)).
Regarding the simplest case one computes the difference be-
tween points in hon-overlapping blocks of size 2 as de ned by

; the Haar wavelet. Consider nd# ! as being the series made

5 + 5 : : 5 + 0 by differenceY”?, note thatr® is the data series at highest time

resolution.
Fig. 10. Periodogram method: Markovian-based IP traf ¢ J+l _ 5-1 J J
? ? Y/t =2t (Y - YY) (3)

log10f(v)
®

On the other hand, if the time series under study has intrinsi-Eq.(3) hask = 1,2,...,N/2j andj = 1,2,.... The vari-
cally a LRD characteristic its spectral behavior should be prance ofY’/ decay according to a similar power-law as above
portional to|v|'~2# (see Table I), az — 0 [1][5]. Fig. 11 ‘ ‘

(corresponding to fGn theoretical model) and Fig. 12 (IP traf ¢ Var[Y7?] = 2/ (RH-1) (4)

obeying that model) shows clearly that behavior, i.e., the power ) ]
law (1/ ) topology ass — 0. It turns out that the variance is equal to the second order mo-

ment. Since the expectation bfis zero. In the frequency do-
. main, the varianceE[(Y7)?] = Var[Y7], is equivalent to the
7 1 signal energy in a frequency band depending ¢cf. [9][10]).

In resume, this method is based on the Multiresolution Anal-
ysis (MRA) and computes the Discrete Wavelet Transform
(DWT), averages the squares of the coef cients (details) of the
transform, and then performs a linear regression on the loga-
. rithm of the average, versus the; of j, the scale parameter of
' . B the transform. The result should be directly proportionalito
: s = - s E - s such linear relationship betweéwy, [V ar(detail;)] andj im-

’ plies LRD. Therefore, taking logarithms in eq.(4) one obtains

log10 f{v)
A

Fig. 11. Periodogram method: self-similar f{Gn process
log, [Var(detail;)] = (2H — 1)j + ¢ (5)

wherec is a nite constant. Eq.(5) is useful to estimate Hurst
parameter with a time scale 27. Largej implies the coarse
time scale [9][10].

log10 f{v)
5

Markovian processfig.13 depicts this wavelet method per-
formed on Markovian-based process. Fig. 14 is the actual IP
traf ¢ obtained when the synthetical workload generator was
fed with such a process.
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Fig. 12. Periodogram method: self-similar IP traf c

The singularity (goole) around the origin, for fGn process,
is clearly visible in Fig. 11, same characteristic was obtained
when this model was used to produce the synthetical traf c.
Fig. 12 shows the spectral behavior of the IP traf c so obtained.
Table | summarizes these results.

log(Var{detail])

C. The Wavelet-based method

This method is also known as the Abry-Veitch method and
has proven to be unbiased under very general conditions andréf-13. Wavelet-based estimator: Markovian-based process




Results for theoretical Poisson model weile = 0.524 A. Experiment 1: IP packets transmission performance
and for IP traf ¢ that used this model = 0.451. Although

slightly different from other methods, both results reveal ri]OF|g._1Lsh;)gv ; It_:]uerslf git;l‘(ne;t;r? Ejsnrztlisosrllonv\?ﬁdr;;rgattﬂze o
H — 0.5 indicating SRD. Perhaps the time series Ienga% M= T, b '

. ; 0 DP/IP packets received arfg, is the whole UDP/IP packets
consisted of approximateB'® samples would have produced ) L
o ) . : that have been sent. As this gure shows the transmission per-
this slightly biased result fof = 5 time scales.

formance is a decreasing functionff i.e.,n — 0 asH — 1.
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Fig. 14. Wavelet-based estimator: Markovian-based IP traf ¢

Self-similar processFig. 15 shows the analysis performed T e
over the theoretical fGn process and Fig. 16 depicts the analy- o ' Hurst Parameter ” '
sis over IP traf ¢ obtained when such a fGn process was USeg 17, upp/P transmission performance ¥ parameter
to synthesize that workload traf c. Results for theoretical fGn
process werdd = 0.798 and for IP traf ¢ using this model,

H = 0.756. The linear relation iflog, [V ar(detail;)] andj
is clear and therefore this implies intrinsically the LRD propg, Experiment 2: IP packets loss

erty. In this case, estimation differed from that theoretical value o
H = 0.84 though. Fig. 18 shows the UDP/IP packets loss that this link has ex-

perienced. According to this gure the packet loss increases
asH — 1 as predicted by theory and software simulations. It
is worth to note that our routers have worked with no DiffServ
(DS) characteristics in its queueing mechanisms policing and
just a default Classbgst-effort service was used, this is due

] we have not yet implemented the program code to write each
. UDP/IP packet header's DS eld with those bits intended for

] some type of service when passing through those routers. This
feature will be part of future research directions.
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Fig. 15. Wavelet-based estimator: self-similar f{Gn process
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Fig. 16. Wavelet-based estimator: self-similar IP traf c
Fig. 18. UDP/IP packets loss v&l parameter

V. TwO SIMPLE EXPERIMENTS These two simple experiments depict a real LAN/WAN net-
Once veri ed that our synthetical IP traf c generator producevorking performance problem that constitutes a great chal-
streams with a well-de ned? parameter lying in} < H <1, lenge for network device developers and system performance
two simple experiments were bearing. researchers all over the world.



VI.

Future research work based on this tool can be addressedf
follow:

« The TCP-based version for throughput and measuremé
purposes and comparisons with UDP.
To include theDiffServ property to such IP streams data
These streams will ow through router devices supportin
this feature, seeking whether its performance are acco
ing with what their developers have planned.

in

¢ A_nother rllmportant work b(re]mg deve!oped IS dltlapl(;:te_d exponential sojourn times either on one or both states can be
Fig. 19, here we can see the scenario for a call a MISSIRed. It has been mathematically proven that many sources with
cqntrol (CAC) project. . _ such properties produce an accumulated procé&s,that, for

Basically, the CAC algorithm must be able to admit or résractical purposes, could be enveloped as a fractional Gaussian

ject a new incoming traf ¢ maintaining its QoS demands Whilsﬁrocess. Therefored(t) = mt + /am Z(t) is the workload
still maintaining all existing traf c's QoS demands. The CAC ¢ceived in interval0, ], beingZ(t) bearing byH.

algorithm will take into account the so-callédfective Band-  pgagide this. the two simple experiments performed have
width concept as the LAN/WAN traf c management policing.ghown clearly that a& — 1, a nite buffer can be lled ex-

Ata rst stage of CAC setup, the following parameters (amongemeyy fast, it suggests that is probably for self-similar traf ¢
others) will be important to be negotiated for elastic trafc:  \,ith a well-de ned Hurst parameter betwee}n < H <1

« the mean bit raten, even with low system utilization, to Il up a buffer with ease
« the maximum bit rate, [12]. Hence LRD phenomenon might has a pervasive effect on
« the Hurst parametef, and gueuing performance, as predicted by theory and software sim-
« the cell loss probability?(X > z). ulations.
Based on the parameters above, it is possible to calculate the
effective bandwidthCss for IP traf ¢ input streams [12][13].
Perhaps one main tradeoff of this procedure will be the on-line
estimation of such parameters, beiighe most sensitive.

FUTURE RESEARCHDIRECTIONS each other, Markovian models are still useful for research pur-
es, thereof to emulate both behaviors is imperative.

o this end, we have developed and showed that produce self-
imilar and Markovian-based models with high quality is pos-
Ible. Therefore, from the results above, the Markovian-based
traf c could be used when Voice over IP (VolIP) tests are being
Eerformed, this is because the ©®FF model with exponen-

t Al sojourn times on both states, still well suited for this type
of traf c. This model fails when pure data traf c is assumed,

.in this case the ONOFF model with heavy tails rather than
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