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Secure Switch-and-Stay Combining with Multiple
Antennas in Cognitive Radio Relay Networks

Guilherme Oliveira, Samuel Mafra, Evelio Fernandez

Abstract— Eavesdropping is a major concern in Cognitive
Radio relay systems, due to the broadcast nature of these systems.
Physical Layer Security (PLS) has been seen as a good alternative
to enhance the secrecy performance of these networks. Based on
the concept of perfect secrecy, PLS uses an information-theoretic
approach to prevent secondary transmissions from malicious
attacks. In this paper, the Secure Switch-and-Stay Combining
(SSSC) protocol is extended to a multiple antenna scenario,
namely Secure Switch-and-Stay Combining with Multiple Anten-
nas (SSSC-MA) protocol. To choose the best out of two relays,
the SSSC-MA is adopted, and the whole transmission process
is subject to a multiple antenna eavesdropper attack. Using a
Transmit Antenna Selection/Maximal Ratio Combining scheme
within the SSSC-MA, the secrecy performance of the extended
protocol is compared to three relaying protocols, the single
relay Selective Decode-and Forward, the two relay Opportunistic
Relaying and the original SSSC. Results show that the proposed
SSSC-MA outperforms the other protocols, achieving satisfying
secrecy performance even when the eavesdropper has more
antennas than the relays.

Keywords— Cognitive Relay Networks, Secure Switch-and-Stay
Combining, Multiple Antennas, Physical Layer Security.

I. INTRODUCTION

The usage of wireless communications systems is increasing
significantly, which entails some concerns regarding spectrum
sharing and transmission security, due to inherent issues as
bandwidth limitation and the broadcast nature of wireless
systems [1], [2]. To promote a more efficient spectrum usage,
Cognitive Radio (CR) is considered to be a key-technology,
since it is an intelligent system capable of learning its sur-
roundings and adapting its parameters, allowing unlicensed
users to share the same frequency band of licensed users [3].

In the last years, several works have evaluated the pro-
tection of information through the use of Physical Layer
Security (PLS) techniques, which are based on the concept
of information-theoretic perfect secrecy, not excluding high-
layer traditional encryption and keying security techniques [1],
(31, [4].

However, these advantages come with a drawback, since
CR systems increased complexity is even more susceptible to
eavesdropping and other malicious attacks. Another security
issue regarding CR is that the transmit power of the Secondary
Users (SUs) must not exceed a predefined threshold, in order
to cause minimal interference at Primary Users (PUs) channels

[3].
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In this context, some techniques can be employed to en-
hance the security of wireless systems, for instance: coopera-
tive diversity, antenna diversity, jamming and channel coding
[4], [5], [6], [7]. In [4] transmissions in wireless systems sub-
ject to eavesdropping are aided by cooperative diversity. It is
shown that the right placement of a single relay in the network
can enhance significantly the system secrecy performance in
cellular networks. A comparison between employing a node as
a relay or as a jammer to aid in secure transmissions is made
in [5], proving that both approaches are suitable to improve
the secrecy performance of the system. Coding techniques
to enhance PLS were studied in [6], such as error-control
coding. Antenna diversity in a CR system without relays is
studied in [7], where system nodes equipped with multiple
antennas achieved a better secrecy performance, even when
the eavesdropper also had multiple antennas.

In any cooperative system using multiple relays, switching
from one relay to another eventually occurs, and choosing
the best relay to assist in the secure transmission is a major
concern [8], [9]. The SSSC [10] is a cooperative diversity
protocol, which chooses one out of two relays to aid the
transmission in CR underlay systems with single antenna
nodes. There are others dual-hop relaying protocols that may
be used to enhance security in CR wireless networks. The
Selective Decode-and-Forward (SDF) [11], which uses only
one Decode-and-Forward (DF) relay to aid in the secure
transmission; and Opportunistic Relaying (OR) [12] protocols,
where multiple relays are employed to aid in transmission, but
only the selected subset of relays that correctly decoded the
received message is activated to forward the message to the
destination.

Since the security scheme in [11] operates with the SDF
with only one relay, switchings do not occur. However, the
security gain is typically lower than protocols which use
multiple relays. Likewise, one could employ OR schemes for
relay selection in cooperative communications networks [8],
nonetheless, OR schemes may have higher complexity and
switching rates due to continuous channel estimation [13].
In this context, the SSSC-MA can be a positive alternative
to these issues, as the protocol introduces a more complex
switching mechanism compared to other techniques, in order
to address these aforementioned issues while improving the
secrecy performance, since it applies spatial diversity to en-
hance the system performance.

Among those aforementioned techniques to enhance trans-
mission security in CR networks, spatial diversity is relatively
simple to implement when relay selection protocols are be-
ing employed in multiple relay systems. Hence, the main
objective of this paper is to extend the SSSC protocol to

1169



XXXV SIMPOSIO BRASILEIRO DE TELECOMUNICACOES E PROCESSAMENTO DE SINAIS - SBrT2017, 3-6 DE SETEMBRO DE 2017, SAO PEDRO, SP

the multiple antenna case SSSC-MA, achieving lower switch-
ing rates and simultaneously improving the system secrecy
performance due to cooperative and spatial diversity. The
extension was achieved by including multiple antennas on
some network nodes and by adopting a Transmit Antenna
Selection (TAS)/Maximal Ratio Combining (MRC) scheme in
these multiple antennas nodes.

Specifically, a two-phase CR system with two DF relays
in the presence of an eavesdropper is examined. Except for
the primary user and the secondary source, all system nodes
are equipped with multiple antennas, in order to assess the
improvement in secrecy performance of a relay switching
protocol when relays are equipped with multiple antennas and
adopt the TAS/MRC technique.

In addition, the secrecy performances of the SSSC-MA and
three other relaying protocols are compared: the security SDF
scheme proposed in [12], the OR with two relays and the
original single antenna SSSC, which may be considered as a
particular case of the proposed SSSC-MA. The latter obtains
higher performance than the other protocols, depicted by its
lower Secrecy Outage Probabilities. Finally, the performance
of the extended protocol was analyzed in several different
scenarios, i.e., with nodes equipped with different number of
antennas.

The remainder of this paper is organized as follows. Sec-
tions II and IIT describes the system model and its secrecy
performance, respectively. Section IV presents numerical re-
sults and discussions, and Section V concludes the paper.

II. SYSTEM MODEL AND RELAY SELECTION SCHEME
A. System Model

A cognitive radio system in which secondary transmissions
are subject to eavesdropping is considered. Figure 1 shows
the system model, consisting of two-single antenna nodes: the
primary user P and the secondary source S; and four multiple-
antenna nodes: relays Ry, ¢ € {1,2}, with Ng, and Ng,
antennas, respectively, the secondary destination D with Np
antennas and an eavesdropper E with Ng antennas. Channel
coefficients of single-antenna links are denoted by h¢?,, while
channel vectors of multiple-antenna links are denoted by h2? .
Moreover, m € {S, Ri, Rz} denotes the transmitter node,
n € {R1, Ry, D, E} denotes the receiver node, p is a specific
antenna at node n and p is a specific antenna at node m. When
a node has only one antenna, superscripts p and g are not used.

All system nodes operate in half-duplex time-division mode
and both relays use the DF protocol. In addition, it is assumed
that when one relay is activated, the other is off. Direct
links S-D and S-E do not exist, since a severe shadowing
environment is considered as in [10]. Besides, it is considered
that channels undergo independent Rayleigh flat fading, with
average channel gain given by

P (D

m,n’

where d,,, ,, is the distance between nodes m and n and « is the
channel path loss exponent. In addition, all links are subject to
Additive White Gaussian Noise (AWGN) with variance Nj.

Fig. 1. System Model

It is also assumed that the relays have knowledge about the
Channel State Information (CSI) of other channels, including
the eavesdropper. CSI estimation is made through pilot signals
and dedicated feedback channels for the interference and
secondary channels. If the eavesdropper is another active user,
the CSI may be estimated through some feedback from its
activity. For a scenario with passive eavesdroppers, the CSI
is obtained estimating the location of the eavesdropper in the
network [14], [15].

Diversity techniques employed by the system are TAS, to
select the best antenna at the transmitting relay, and MRC,
since it is known that the system security is greater when re-
ceivers use MRC rather than other spatial diversity techniques,
such as Selection Combining (SC) [16]. Hence, transmissions
from S to D are always performed in two-phases. First, single-
antenna node S transmits the encoded message to one of the
relays, which combines each copy of the received signal using
MRC. In case of successful decoding at the relay, the second
transmission phase starts with R; re-encoding the message
and forwarding it (using TAS) to the secondary destination
D, which also combines the received signal using MRC.
Combining each copy of the received signal using MRC is
performed at the receivers as follows

NW,
1R 17 = [he |2, 2)
p=1

where ||h?, ||? is the sum of the channel powers across all
receiving antennas, N,, € {Ng,, NR,, Np, Ng} is the number
of antennas at the receiver node and hf?, is the channel
coefficient between the g, transmitting antenna of node m
and the py, receiving antenna of node n. In order to perform
TAS in the second transmission phase, R; selects one antenna
to maximize the SNR at D. The index of the transmitting

antenna in the R;-D link can be chosen as [17]
o= ors s 1B ) ®

where h%; p is the channel vector between the oy, transmit-
ting antenna at relay R; and the Np antennas at D.

Since secondary nodes operate in the underlay cognitive
spectrum-sharing mode, the transmission power of SUs is
constrained in order to ensure that the interference caused at
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P is below an acceptable threshold

Q

Py <
|hm P

e )
where P, is the transmission power of secondary node m, ()
is the maximum allowable interference level at P and h?, p
is the instantaneous channel coefficient between seconda}y
transmitter m and P.

Therefore, the received signal at R; can be expressed as

\/Psth

where hs R, is the channel vector between S and the Ng,
antennas at R;, z(t) is the transmitted signal at time ¢ and
gr, 1s the AWGN vector at R;. After combining the received
signals using MRC, the single scalar symbol at R; is given by

=/ Ps|[h§ g, *a(t

where hg g, 18 the conjugate transpose of the S-R; channel
vector. In addition, the received signal at secondary receiver
node D, after performing TAS, is expressed as

= V/Pr.h%",

where hﬁ’;” p» L < p < Np, is the channel vector between
R; and D, and gp is the AWGN vector at D. Once combined
employing MRC, the received signals yield a single scalar
symbol at D, written as

= VPr,|hG |t

To consider a fair comparison between the legitimate users
and the eavesdropper, as in [18], it is considered that E always
performs MRC when trying to intercept a message. Thus, the
received signal at E is similar to (7) and (8), after substituting
the corresponding indexes for the links from D to E. The o},
antenna, which is chosen by TAS to maximize the SNR at
D, is seen by the eavesdropper as a random choice, therefore
not interfering in the system security [19], [18]. Manipulating
Equations (1) to (8), the received SNR at any receiver node n
in the system can be written as

)+ 9r,, &)

)+ hs R,9R:> (6)

) +9p, (N

“r hR ,DID- (®)

"” ranH2 9
fYn Q |h |2 Y ( )

where Q = Q/Ny.

An outage event occurs when the mutual information in the
link between m and n is lower than the attempted data rate.
Therefore, the correct decoding at R;, which is subject to the
data rate r4, occurs when the S-R; channel capacity is greater
or equal to the data rate:

1

3 logy (1 +VR,) = 74, (10)
which is equivalent to ygr, > Dsp, if a correct decoding
threshold is defined as Dy, = 227 — 1.

Finally, a secure data rate s, which is the rate at which
the secondary source S can reliably and securely transmit its
message to the secondary destination D, is predefined. Hence,

the Secrecy Outage Probability (SOP) of the system can be
written as
1 1
Pr §1og2(1+’yD)—§1og2(1+’yE)<7“s . (11)
Equation (11) can also be expressed in terms of a secrecy
threshold Ry, = 22"+, and after some manipulation as

g, Joll?

1
+Q [T

~1hE o2
1+ Qr* B
R;,P

Pr < Ry, (12)

B. Relay Selection Scheme

In the proposed SSSC-MA protocol, before starting any
transmission, a randomly selected relay R; first estimates all
channel parameters. After that, to decide whether the same
relay continues to be used for transmission or a relay switch
must occur, the system needs to make sure that R; can correctly
decode the message and assure a secure transmission, using
the switching threshold Sy,

~ he*p 2
1+QH}5J,DH

[h% P‘Q

Sth. (13)

1+QW Sell2 T
.l

If the relay in use fails to decode the message or the
switching threshold Sy, condition is not satisfied, a relay
switch is made from R; to R, or vice-versa, starting a new
transmission attempt. In this scheme, relay switching depends
not only on the quality of the main channels, but also on
the secure transmission threshold S, which makes switching
from one to another relay less frequent.

III. SECRECY PERFORMANCE ANALYSIS

The SOP of the system when using the SSSC-MA can be
written as

Poutsgsc.MA = ql OR1 + ql OR12 + q20R2 + q20R217 (14)
N e e

1st 2ond 3rd 4th

where g1 and ¢o are the probabilities that relays R; and R, be
activated, respectively. O, and Op, are the SOPs when relays
R; and R, continue to be used for transmission, respectively,
and Og,, and Op,, are the SOPs when R; switches to Ry,
and vice-versa, respectively. Therefore, the 1% and 3" terms
in (14) represent the outage probability when relay R; or R,
are activated and able to decode the received message, but fail
to achieve the secrecy threshold Ry, respectively.

The 2" and 4™ terms in (14) denote the outage probability
when relay R; fails to decode the message or does not
achieve the switching threshold S, and the relay R,, after
a relay switch, fails to achieve the secrecy threshold Ry, and
vice-versa, respectively. For more detail on specific outage
probabilities in Equations (14), please see the Appendix.

The SSSC-MA is compared with another two another dual-
hop relaying protocols already established in the literature, the
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OR with two relays and the SDF with a single relay. The SOP
for these cases can be written as [12]

POUtSDE()R =1- [(1 - OgRl)(l - ORiD)]7

where 7" is the number of relays in the system, the outage
probability Ogg, due to the S-R; link outage is given by

- IhG g, II?
Oggr; = Pr Q72 < Dy |,
|hs,pl

while the SOP of the R;-D link can be written as

15)

(16)

~ IR ol
1+Q e
Or,p = Pr W < R (17
~ R;,E
L+ h%, 12

Hence, the end-to-end SOP is the probability that the first
hop fails to achieve the decoding threshold D, and the second
hop fails to achieve the secrecy threshold Ry,. Assuming
equal average channel gains for every S-R; link, due to similar
distances between S and every R;, two situations are possible:
if T =1, the protocol in use is the SDF; If 7" > 1, the system
is adopting OR. Here, this assumption was made, and when
the OR protocol was analyzed 7" was set to 2.

IV. SIMULATION RESULTS

In this section, numerical results are presented to evaluate
the performance of the proposed SSSC-MA protocol in terms
of its SOP as a function of the maximum allowable interfer-
ence, (). In the simulations, a data rate of r; = 1 bits per
channel use (bpcu) is considered, so that the associated SNR
threshold D;;, = 3 and the secure data rate was set ry = 0.5
bpcu, yielding a secrecy data rate R;;, = 2 bpcu. Additionally,
the switching threshold Sy, was set to 2, a unitary noise
variance was considered (/Ng = 1) and the path loss exponent
was set to o = 4. In all simulation runs, the distance between
nodes were normalized with respect to the distance between
secondary source and the primary user, S and P, respectively,
and dgp is set to unity. Hence, the following values were
used for the remaining nodes distances dsr, = dr,p = 0.5,
dsr, = 0.3, dr,p = 0.7, in a scenario similar to [10].

—&— SSSC-MA Nr=Ne=1

Secrecy Outage Probability - Pout

D . —8— SSSC-MA Nr=Ne=2

-« SDF Nr=Ne=1
~-+B-- SDF Nr=Ne=2
—<t ORNr=Ne=1
—G- OR Nr=Ne=2

Fig. 2.

15 20 25

System SOP using the SDF, the OR and the SSSC-MA protocols

Eavesdropper channels were considered always as a de-
graded version of the main channel, as in [10] using the con-
cept of Main-to-Eavesdropper Ratio (MER), which is a ratio
between the average channel gains of the main and the eaves-
dropper channels. Thus, the average channel gains adopted
for the R;-E and R;-E links were Ar, g = Ar, p/MER
and Ar, E = AR,,0/MER, respectively. First, the SOP of
the system using the SSSC-MA, the SDF and the OR was
compared. In this comparison, the single antenna cases were
assessed together with cases when Np = Np = 2 and
Np = 1. The results, shown on Figure 2, were achieved setting
the MER to 30 dB.

For this specific scenario, it is not difficult to see that the
SSSC-MA outperforms both the SDF and the OR in terms of
secrecy performance. In addition, the SDF and the OR saturate
faster than the SSSC-MA, due to the more complex switching
mechanism of the SSSC-MA. Although the OR operates with
two relays, its SOP does not change significantly compared to
the single relay SDF. Examining Equation (15), one can see
that the diversity gain of having more relays does not affect the
outage event Op, p. Moreover, the more the relays, the faster
Ogsgr, tends to zero. Nonetheless, all three protocols benefit
from having two antennas at the relays, even when Ngp = 2
as well.

The SSSC-MA with only two antennas at the relays and
at D achieves greater secrecy performance than the SDF, the
OR and the original SSSC, even when the eavesdropper also
has two antennas. Besides the better secrecy performance, the
SSSC-MA operates with less relay switching during trans-
missions than other switching protocols, due to the switching
threshold S;,.

Then, the SOP for the SSSC-MA employing TAS/MRC was
analyzed in several multiple antenna cases. In the top part of
Figure 3, the cases where the secondary destination D has only
one antenna are presented. For this simulation, the MER was
set to 10 dB, in order to test the SSSC-MA in a worst case
compared to the original scenario in [10]. One can see that,
when the eavesdropper channels are only 10 dB worse than the
main channels, i.e. a low MER regime, it is difficult to achieve
an acceptable SOP if D does not have multiple antennas.

o . 'V ..................... ¥
10 . Vo e NreNe=1 |'Y

. —€—Nr=Ne=2
—P— Nr=2;Ne=4

Secrecy Outage Probability - Pout
4
/

d

;i : )
g
o

3 y
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%+ Nr=Ne=2
B oo Nr=Ne=4
. —E--Nr=2;Ne=4

5 0 5 10 15 20 25
Q (dB)

Fig. 3. SSSC-MA in different multiple antenna scenarios

In fact, when the R;-D link is 10 dB better than the R;-
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E, satisfactory SOPs are achieved only when Np > 2, cases
seen on the bottom part of Figure 3. Increasing the number
of antennas at the relays does not cause improvements in the
system secrecy performance if Ng also increases. However,
spatial diversity techniques prove their capability to improve
the system SOP. It is straightforward to see that even when the
number of antennas at the eavesdropper (Ng = 4) is greater
than the number of antennas at the relays (Nr = 2), the best
case is achieved when Np = 4.

V. CONCLUSIONS

This paper investigated the SSSC-MA protocol secrecy per-
formance in a two-phase CR wireless network, which promises
to have a lower switching rate compared to OR protocols.
Simulations results showed that the SSSC-MA outperforms the
SDF and the OR protocol regarding the SOP of the system,
due to cooperative diversity. In addition, the SSSC-MA outper-
forms also the original SSSC, on account of spatial diversity
techniques. Considering a system with multiple antennas in the
low MER regime, the TAS/MRC scheme plays an important
role to enhance the system secrecy performance; even when
Ng > Ng, if Np = Ng it is possible to achieve a SOP in
the order of 107, Future works comprise deriving analytical
expressions for the SSSC-MA and assessing the effect of relay
placement in the proposed scheme.
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APPENDIX
The Secrecy Outage Probability terms for the SSSC-MA
in Equation (14) are defined as follows. The probability that
relay R; activates is given by
- 1R g, II?

G = Pr {Q [h%, plI” + QHh%,DHQ

= LJth = =
|hs,p|? "R, plI2 + QURE, £l

th

where 4 is the index of the activated relay {R;|¢ = 1,2}. The
SOP due to transmitting relay outage is

N TN I
r, =Pr||Q 5 = D |,
|hs.pl

(IIhQ pl* + QAT bl

i

> Sth) )

1B, plI2 + QIR 512
Rth):|a

(”h%i,P”Q + QHh%,DHQ
1h%, plI* + QUIRE sl

and the SOP due to a relay switching from R; to R; is expressed
as

19)

2

Og, = Pr QM<D v
Rq,j |hS7P|2 th

(Hh%i,P”Q“‘C~2||h§£,D|2 g )
= th |
|h%, plI> + QllRE, gl
RS g, 1P
TSR S D),
( lhs.p? th)
(||h§zj,P|2+Q|h%’;,D|2 . )]
= th )
Ih%, plI> + QIRE gl?

where V refers to the logical "OR” operation.

(20)
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