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On the Performance of Transmit Antenna Selection
for Physical-Layer Security of NOMA Systems
Under Untrusted Users

Jones Marcio Nambundo, Samuel Mafra and Samuel Montejo-Sénchez

Abstract—In this paper, the physical layer security for a two-
user downlink NOMA cluster, between a near trusted user and a
far untrusted user, subject to Nakagami- m fading is investigated.
It is considered a scenario with a multiple antenna base station, in
which the antenna with best channel for the near user is selected.
The pair outage probability and secrecy outage probability are
analyzed to verify the system performance gain. Results show
improvements in the pair outage probability and secrecy outage
probability when the relative distance between the trusted user
and the BS decreases, its link has direct line of sight and/or the
number of base station antennas increases.

Keywords— Non-orthogonal multiple access; Physical-layer se-
curity; Secrecy outage probability; Untrusted users.

I. INTRODUCTION

The non-orthogonal multiple access (NOMA), introduced
by Saito et al. in [1], is one of the most promising techniques
of the new generation of wireless network due to the signif-
icantly increasing number of wireless users and devices, low
latency and higher quality of service [2], [3].

The NOMA schemes can be divided in two categories:
power-domain NOMA and code-domain NOMA [4]. Similar
to the code-domain multiple access (CDMA), in code-domain
NOMA, the users communicate at the same time and fre-
quency but with different codes. In power-domain NOMA,
multiple users are encouraged to transmit messages at the
same frequency and time, but with different power levels.
In particular, this strategy allocates less power to users with
better channel conditions, and these users can decode their own
information by applying successive interference cancellations
(SIC), offering better performance and spectral efficiency
compared to other techniques.

The multiple antenna systems in wireless networks, can
provide spatial diversity improving system performance and
simplifying detection in users by mitigating the effects of
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multi-path fading. The NOMA techniques has been proposed
in different scenarios with use of multiple antennas [S]—[8].

In [5] are proposed new design of precoding and detection
matrices for a NOMA scenario in which all nodes are equipped
with multiple antennas. In [6]-[8], the transmission antenna
selection (TAS) technique has been proposed and has been
recognized as an effective solution. In [6], the authors design
NOMA for downlink energy harvesting (EH) multiple-antenna
relaying networks with simultaneous wireless information and
power transfer. In [7], efficient antenna selection and user
scheduling algorithms are investigated to maximize the sum
rate in two MIMO-NOMA scenarios. In [8], the authors pro-
pose antenna selection algorithms for scenarios: NOMA with
fixed power allocation (F-NOMA) and NOMA with cognitive
radio-inspired power allocation (CR-NOMA). The algorithms
achieve a significant computational complexity reduction in
comparison with other schemes of literature.

Achieving security in NOMA systems is a critical issue due
to the broadcast nature of these systems and the process of
successive interference cancellation, the users can decode the
messages of other paired users. The conventional solutions
are based on cryptography. However, the networks of new
generation can impose difficulties for implementation of cryp-
tography due to the decentralized, heterogeneous organization,
power and processing constraints for instance in internet of
things (IoT) networks [9]. In [10], Wyner proposed the concept
of physical layer security (PLS) in order to improve net-
work security as a complementary approach to cryptographic
techniques. The physical layer security techniques exploit
the dynamic resources of wireless networks, such as random
channel, fading, noise interference and others to prevent the
eavesdropper decode the data.

The physical layer security technique has been demonstrated
as a sustainable way to deal with security problems in NOMA
networks [11].  In [12], the authors analyze the physical layer
security for an downlink NOMA network with an untrusted far
user, i.e. the user tries to obtain the message of the other user
after decoding its own message by acting as an eavesdropper.
The authors analyze the proposed scheme in terms of pair
outage probability (OP) and the secrecy outage performance
(SOP). Due to the relevance to the topic, similar analyzes are
performed here. El Halawany and Wu. show that is possible to
obtain an lower pair outage probability at same time that the
security level of the strong user is under a certain threshold.

In [14], three different schemes are investigated for a
multiple-input single-output energy harvesting internet of
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things systems, in which a multi-antenna base station transmits
signals to IoT devices (IoTDs) with the help of untrusted
relays.

In [13], the authors investigate the secrecy outage probabil-
ity of an untrusted relaying energy-harvesting system in the
presence of an eavesdropper network. In order to decrease
the overhearing capacity of the untrusted relay, the destination
sends artificial noise signals during the communication.

In [15], the authors propose two relay selection schemes
termed decode-and-forward and amplify-and-forward proto-
cols based optimal relay selection schemes for a NOMA
network under untrusted users.

In [16], the authors investigate secrecy outage probabil-
ity for cooperative NOMA systems with antenna selection
schemes, where the base station communicates with the far
user through the use of a full-duplex relay. The proposed
scheme has a best performance in comparison with single-
antenna systems and without antenna selection.

In this work, we extend the scenario of [12] for a network
with a multiple antenna base station and under a Nakagami-
m fading. A transmit antenna selection scheme is employed,
in which the antenna with best channel for the near user
is selected. The pair outage probability and secrecy outage
probability are analyzed to guarantee a certain level of quality
of service in the network, i.e. the base station can achieve a
reliable communication for both users and a acceptable level of
security for the near user. We derive closed-form expressions
for the pair outage considering the number of antennas and
Nakagami-m fading. Results show improvements in the pair
outage probability and secrecy outage probability when a some
line of sight is present and with a multiple antenna base station.

The remainder of this paper is organized as follows: Sec-
tion II introduces the system model. In Section III the pair
outage probability and secrecy outage probablity are analyzed
for the proposed scheme. In Section IV representative numer-
ical results are provided and insightful discussions are drawn.
Finally, Section V concludes the paper.

II. SYSTEM MODEL

We consider a NOMA downlink network composed of two
single antenna users and a multiple antenna base station (BS)
located in the center of the cell, as shown in Figure 1. The
near user U1 needs highest security clearance to be protected
of the far user U,, which is an untrusted user by means of
physical layer security.

The quasi-static fading channel between the selected an-
tenna ¢ of BS and user i is denoted by h?, i € {1,2},
where {1,2} represent the near user U; and the far user
Us, respectively. h? follows a Nakagami-m distribution with
fading parameter m; and average power \; = E [|hf?] £
d; ¥, where d; represents the distance between the base station
and the user ¢ and v is the path-loss exponent (v > 2).The
transmit power of BS is denoted by P.

In order to improve the security of the U;, we employ a
transmit antenna selection scheme, in which the base station
chooses the antenna that has the best channel to the near user.
The channel among BS and Us is independent of the selected
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Fig. 1: System model composed by a multi-antenna base station (BS) with
N antennas, a near trusted user (Uy) and a far untrusted user (Us), both
single-antenna users.

channel A1, i.e. the best channel for U; could not be the best
for Us. The index of the best antenna can be obtained by:

(D

0 = arg max h’f,
k=1,..,N
where N represents the number of antennas at the base station.
The estimation of the channels can be done through the
pilot symbol transmitted by the near user. Then for means
of simplicity, we assume hereinafter the channel among BS
and Us as ho.

The BS broadcasts the superimposed signal, x =v/ax; +
v 1 — axo, where x1 and x5 are the unit power signals received
by users U; and Us, respectively, and a is the power allocation
coefficient for the near user where (0 < a < 1). The received
signal at users U; and Uz can be given by

y1 = h%zVP +ny, )

Y2 = hlzVP + ny, (3)

where n; and no are additive white Gaussian noise with
variance Ny /2 per dimension, while without loss of generality
we assume hereinafter that Ny = 1.

Considering a power-domain NOMA scheme, the deconding

process occurs as:

1) First, U; tries to decode the signal of the far user,
considering its message as interference and then decodes
its own signal after applies SIC.

2) Uz has assigned more power, thus it tries to decode its
own signal assuming the U; signal as a interference.

3) Finally, the user Uy is an untrusted user and tries to
decode the near user signal after decoding its own signal
using SIC.

The signal-to-interference-plus-noise ratio (SINR) of Us

decoded by U; is given by:

(1-a)P|h¢?

: 4)
aP |he|® + Ny

7 =
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while, the signal-to-noise ratio (SNR) of U; after the SIC

process at U is:

aP |hf|”
Ny

i

71 &)

III. PERFORMANCE ANALYSIS

In this section, we first derive the closed form expression
of the OP, followed by the derivation of the SOP of user Uj.

A. Pair Outage Probability Analysis

The pair outage probability is defined as the probability of
at least one of users do not correctly decode its message. Thus,
the pair outage probability can written as:

P0:1_PT{7§>677%>65711>6},
:1—P»,‘{’Y§>6}XPT{’721>6,’)/%>6},

1 2 N()E
=1 R@“'>Pu—&+n@}x
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02
P, {|h1| > Pmin((1 — (e + 1)a, Pa))

B

where € = 2% — 1 is the attempted rate of the users.

The term (A) in (6) represents the probability that the user
Uy correctly decodes its own signal considering the signal
of U; as a interference. The term (B) in (6) represents the
probability that the user U; correctly decoded the signal of
U, considering its own signal as a interference and then U;
decoded its own signal after performing successive interfer-
ence cancellation in the received signal.

The probabilities of the terms (A) and (B) are given by:

a=r il > 5t s
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1, otherwise.

where ~(a, b) = fob y*texp(—y)dy and T'(a) =
fo @~Lexp (—y)dy are, respectively, the lower incomplete
Gamma function and the complete Gamma function.
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Finally, the pair outage probability can be obtained by re-
placing the terms (A) and (B) in Eq. (6) by Eq. (7) and (8),
respectively.

B. Secrecy Outage Probability Analysis

The Secrecy Outage Probability (SOP) is defined as the
probability that the BS cannot reliably and securely transmit
the message of the user U;, without the interception by the
untrusted user Us. Hence, the Secrecy Outage Probability of
U, can be written as:

SOP = Prllogy(1 4 71) — logy(1 +73) < Ry

1+7{
=Pr [logQ (1 e < R, )

where R, is the secure data rate. This probability has not a
general closed-form expression. The expression of the SOP
was derived in [12, Eq. 17] for the scenario with a single
antenna base station and Rayleigh fading, which is given by:

A1
A1+ Aaeg

es—1
SOP =1-— e P (10)
where e, = 27 For the more general scenarios we calculate

the SOP by means of numerical integration.

IV. NUMERICAL RESULTS

In this section we present some numerical results in order
to evaluate the performance of the proposed scheme. We
compare the proposed scheme with the scenario of one antenna
base station and Rayleigh fading that correspond to analysis
of ElHalawany and Wu in [12]. Monte Carlo simulations
have been carried out to verify the accuracy of the analytical
derivations. Monte Carlo simulations are represented by red
circles. We evaluate the pair outage outage probability and
secrecy outage probability for a two-user NOMA downlink
network with d; = 1/2, do = 1, Ny = 1, v = 4, attempted
transmission rate i = 1 bit per channel use (bpcu), secure
data rate R; = 1 bit per channel use (bpcu), P = 15 dB.
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In Fig. 2, we evaluate the effect of the fading parameter
of the channel among base station and near user (m;), the
pair outage probability and the secrecy outage probability as
a function of a are analyzed for different number of antennas
N e {1,2}, my = {1,2} and mg = 1.
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Fig. 2: Pair outage probability/secrecy outage probability versus the power
allocation factor for different number of antennas and fading parameter m1

By the Fig. 2a, we can see that the pair outage probability
decreases when there is some line of sight in the BS — U;
link. Moreover, the best value of the power allocation factor
tends to smaller values with the increment in m; and in
the number of antennas. For instance, the best value of a
is approximately 0.15 when m; = 1 and N = 1 while for
mi; =2, N =1and m; = 1, N = 2 cases, the best value
of a is 0.05. The best scenario occurs when it is possible to
increase the number of antennas and there is a some light of
sight in the BS — U; link as demonstrated for the case with
N = 2, my = 2. It is possible to note in Fig. 2b, that the
secrecy outage probability considerably decreases when there
is a some light of sight in the BS — U; link as well as with
the increment in the number of antennas. Considering the best
values of a in Fig. 2a, one can observe that the SOP of U; is
approximately 0.11 for m; = 1, N = 1, while for m; =1,
N = 2 is equal to 7 x 1073, Finally, it is possible to see that
there is an optimal number of antennas in order to guarantee
a certain level of security for the user U; at same time with
the best value of pair outage probability. When the best value
of a approaches to zero the secrecy outage probability tends

to one.

In order to evaluate the effect of the number of antennas at
the base station, we analyze the pair outage probability and
the secrecy outage probability as a function of a for different
number of antennas N € {1,2,3}, m; = mg =1 in Fig. 3.
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Fig. 3: Pair outage probability/secrecy outage probability versus the power
allocation factor for different number of antennas

By the Fig. 3, for this specific scenario one can see as
expected the performance of both both metrics improve with
the increment of antennas. The best number of antennas is two
if the objective is transmit with low values of both metrics.
If the objective is only to guarantee the security of U; with a
certain range for the pair outage probability, then it is possible
to obtain lowest values with the increment of antennas.

In Fig. 4, we analyze the performance of the proposed
scheme for different positions of U; with R = 1 bpcu, N = 2,
mliTILQ:LP:lOdB

By the Fig. 4, one can see that the best value of a changes
with the position of U;. When the user is closer to the base
station, a tends to zero, and in this case, it is not possible to
obtain the best values of the metrics simultaneously. In this
case, BS needs to allocate more power to the U; at the cost of
increasing the pair outage probability. While for the scenario
with U; closer to Us, it is possible to transmit the optimal a
of the pair outage, however the secrecy outage probability is
very high in this region. Finally, by the above analyses, one
can see that the choices of the power allocation factor and the
number of antennas depend of the scenario of application and
the objectives for the pair performance and security of Uj.



XXXVIII SIMPOSIO BRASILEIRO DE TELECOMUNICACOES E PROCESSAMENTO DE SINAIS - SBrT 2020, 21-30 DE Abril DE 2020, FLORIANOPOLIS, SC

\

\
\

\

\

o7

1090~
I
|
|
1
|
I
|
|
I
\

\
| N
\

[
(=)}
S \
> N\
3 .
= o
© g _
s 1\ R —d,=02
\ - _d1=0.5
T g A d,=0.8
10" O Simulation
0 0.1 0.2 0.3 0.4 0.5
a

0
10°Q—= ‘ ‘
~Om.
\ O~ -0-= 0=~ 0=~ 0= -0 =0~ =-O- vé
\\O\\
0~~0--0--0-0--0--0--0-<
1072 ]
——d,=02
o
o) ——-d,=05
@ n d,=08
1041 L O Simulation
108 ‘ ‘ ‘ ‘
0 0.1 0.2 0.3 0.4 0.5
a

(b) Secrecy Outage Probability

Fig. 4: Pair outage probability/secrecy outage probability versus the power
allocation factor for different positions of the user Ut

V. CONCLUSION

We evaluated the performance of transmit antenna selection
for physical-layer security of a two user downlink NOMA
network in presence of an untrusted user under Nakagami-
m fading. The results show that the proposed scheme has
improvements performance in terms of pair outage probability
and secrecy outage probability, when compared with a single
antenna scenario. We analyzed the proposed scheme consid-
ering the effect of different parameters. By the analyses, we
observe that there is an optimum number of antennas when
the objective is to minimize the pair outage probability and
at same time to guarantee the security of the near user. As a
future works, we intend to analyze a scenario when the base
station has imperfect channel state information of the channels.
Moreover, we intend to extend the analysis for a scenario with
multiple untrusted users.
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