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Impact of Outdated CSI on the Secrecy
Performance of Multiple Untrusted Relay Networks
with Direct Link and Destination-Based Jamming
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Abstract—This paper investigates the impact of outdated chan-
nel estimates on the secrecy performance of multiple untrusted
relay networks, where the direct link is used as an additional
path of information and a destination-based jamming method is
employed. In the proposed setup, the destination is considered
to be equipped with two antennas in order to operate in full-
duplex mode, thus allowing the reception of information from the
source, while sending a jamming signal to prevent the untrusted
relays from eavesdropping information. The system performance
is evaluated in terms of the secrecy outage probability via Monte
Carlo simulations.

Keywords—Cooperative jamming, full duplex, outdated chan-
nel state information, physical layer security, untrusted relays.

I. INTRODUCTION

Physical Layer Security (PLS) techniques have emerged as
a promising solution to strengthen the security of the huge
amount of sensitive information that is expected to be transmit-
ted through the next generation of wireless networks (5G) [1].
In PLS techniques, the random nature of the wireless channel
is intelligently exploited, so that channel imperfections, such
as interference and fading, can be used to provide additional
confidentiality to wireless communications, besides conventio-
nal key-based cryptographic techniques. The feasibility of PLS
was theoretically proved by Wyner [2] in 1975, establishing
that a source and its intended destination can secretly exchange
messages at a non-zero rate (the so-called secrecy rate),
if the eavesdropper channel is a degraded version of the
legitimate channel. However, appalling channel conditions of
the legitimate channel can hamper the effectiveness of PLS
techniques. To counteract this problem, cooperative relaying
techniques can be employed in order to boost the transmission
reliability between source and destination. In this context,
the combination of both PLS and cooperative relaying has
attracted special interest as a means to provide secure and
reliable communications [3].
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An interesting way to explore user cooperation to enhance
the secrecy rate in wireless networks with security constraints
consists in degrading the eavesdropper channel by introdu-
cing controlled interference, which is referred as cooperative
jamming (CJ) [4]–[9]. For instance, in [4], an opportunistic
selection of two relay nodes was proposed for a multirelay
cooperative network, whereby the first relay is intended to
assist the communication between the source and destination,
while the second relay is in charge of sending a jamming
signal to interfere an eavesdropper. In [5], a CJ technique was
investigated by considering a multiple-antenna relay acting as
a jammer. In [6] and [7], scenarios with multiple relay nodes
transmitting jamming signals to enhance the security of the
communication link were analyzed.

Nevertheless, using cooperative relaying may not always
contribute to enhance the network secrecy. In certain types of
networks, such as heterogeneous networks, where the nodes
have different levels of clearance, the relay node may try to
extract useful information from the legitimate communication
between source and relay to use it for its own benefit. In
light of this, recently, many works have addressed scena-
rios considering untrusted relay nodes [9]–[13]. In particular,
in [9], a source-based jamming technique was evaluated in
combination with power allocation to improve the security
in a network with one untrusted relay and the presence of
direct link between source and destination. In [10], the achi-
evable secrecy diversity order was studied for a cooperative
network with a multiple-antenna source and multiple untrusted
relays. In [11], the secrecy capacity and the secrecy outage
probability (SOP) of a two-hop amplify-and-forward (AF)
relaying network was evaluated in the presence of multiple
untrusted relays and without the presence of direct link. Also,
in [12] a cooperative network with a multiple-antenna source,
a multiple-antenna destination, multiple untrusted relays, and
external eavesdroppers was considered, where both source and
destination transmit jamming signals in different phases of the
communication process. In [13], a destination-based jamming
for cooperative networks with multiple untrusted relays is
evaluated considering the presence of the direct link.

However, a common assumption in all the aforementioned
works is that perfect channel state information (CSI) is avai-
lable, which is hardly obtained in practice due to the time-
varying nature of the wireless channel. In this respect, the
impact of outdated CSI over conventional relaying schemes
has been widely treated in the literature [14]–[16]. Moreover,
some works have studied the impact of outdated CSI over
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the secrecy performance of cooperative networks [17], [18].
In [17], a joint relay and jammer selection with decode-
and-forward relays under the effect of feedback delay is
investigated. In [18], the secrecy performance of an untrusted
AF relaying network is investigated under the assumption
of outdated CSI, where a Source-based jamming method is
employed and direct link is considered to be available.

On the other hand, except for the works in [9], [13] and [18],
a common limitation for the above mentioned studies is that
the direct link is neglected. In this paper, we aim to partially
fill this gap by investigating the secrecy performance of a
multiple untrusted AF relaying network, where the direct link
is exploited as an additional path of information. Opposite
to [13] a perfect knowledge of the CSI is not available
and different from [9] and [18], we consider a destination-
based jamming technique. To make this possible, a destination
with full-duplex (FD) communication capability is considered
in order to enable the reception of the information coming
from the source, concurrently with the transmission of a
jamming signal to interfere the untrusted relays. The secrecy
performance is evaluated in terms of SOP through Monte Carlo
simulations.

II. SYSTEM MODEL

Fig. 1 illustrates a cooperative AF relaying network con-
sisting of one source S, one destination D, and untrusted
AF relays , with . We further assume
that the destination is equipped with two antennas, one for
transmission and another for reception, in order to operate
in FD mode. The other nodes are considered to be single-
antenna devices. In this network, the direct link between S
and D is assumed to be available and can be exploited as an
additional path to transmit information, and one out of the
relays, , is selected to assist the communication between
S and D. Moreover, a time-division multiple access (TDMA)
is adopted. The communication process is divided into two
phases. In the first phase, S broadcasts the information signal,
while D and the untrusted relays are listening. Simultaneously,
D sends a jamming signal to cause interference at the relays.
In the second phase, retransmits an amplified version of
its received signal to D. At the reception, D is assumed to
be able to completely cancel the jamming signal, as it has
previous knowledge of the transmitted artificial noise. Finally,
D combines the signals received from S, via direct link in the
first phase, and from , in the second phase, employing a
maximal-ratio combining (MRC) technique.

Additionally, all links are considered to undergo Rayleigh
block fading and additive white Gaussian noise (AWGN)
with mean power . Therefore, the corresponding channel
coefficients for the links S R , R D, S D, and D R
are denoted, respectively, by , with , and
can be modeled as independent circularly-symmetric complex
Gaussian variables, i.e., , where is the
distance between the corresponding nodes and is the path
loss exponent. Therefore, , , and
are the corresponding channel gains. Thus, the respective
signal-to-noise ratios (SNRs) are given as ,

First phase

Second phase

Jamming
S D

,
,

,

,

Fig. 1. System model.

, and ,
where , and are the transmission powers at S, R
and D, respectively. Moreover, it is assumed that an imperfect
cancellation of the self-interference generated by the FD mode
operation at D is performed, thus the residual self-interference
(RSI) is modeled as a Rayleigh fading channel [19], with
channel coefficient , so that the corresponding
received SNR is given as .

Under the above considerations, during the first phase, the
received signals at and D at time are respectively given by

(1)

(2)

where is the information signal transmitted from S,
is the jamming signal transmitted from D, and are
the noise components at R and D, respectively. Furthermore,
according to the AF protocol, the received signal at D, during
the second phase, is given by , where is
the amplification factor. Also, it is assumed that the mean
power of the signals and is normalized to unity,
i.e., , where is the expectation
operator. In addition, the average noise power at R and D is
considered to be equal to . Then, by considering that D can
effectively cancel the jamming signal, can be expressed
as

(3)

where the amplification factor is given by

(4)

Therefore, the signal-to-interference-plus-noise ratios
(SINRs) at D, during the first and second phases, can be
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expressed, respectively, as

(5)

(6)

where the step is obtained after replacing given as in (4)
and performing some mathematical manipulations.

Besides, due to the mobility of the nodes in this system, it is
considered that the channels vary with the time. Therefore, we
will denote the channels at the relay selection moment as ,
with , which are outdated versions of the
respective channels at the transmission moment. Therefore,
from the Jakes’ model [20], the channel coefficient and its
outdated version are autocorrelated samples of the same
complex-valued Gaussian fading process. That is, and
follow a bivariate Gaussian distribution with zero mean and
correlation coefficient given by

(7)

where is the maximum Doppler frequency, is the time
delay between the relay selection and transmission moments,
and is the zero-order Bessel function of the first kind.
Therefore, the outdated channel coefficients can be expressed
as [16]

(8)

where is a circularly-symmetric complex Gaussian
random variable with the same variance of . Thus,

, , , and
are the outdated versions of the SNRs ,

, , and .

III. SECRECY OUTAGE PROBABILITY

A. Preliminaries

The maximum secrecy rate (i.e., the secrecy capacity), at
the transmission moment, can be calculated as the difference
between the capacity of the legitimate channel and the
capacity of the eavesdropping channel , as follows [21]

(9)

where and refers to the index of the
selected relay, , according to the criterion presented in the
next section. In addition, after performing a MRC technique,
the instantaneous received end-to-end SINR at D is given by

(10)

Herein, we consider that the RSI channel is not time varying,
as there is no relative movement of the collocated transmit
and receive antennas at D, so that the RSI channel is not
subject to outdated CSI. Also, in this system, any relay node is
considered a potential eavesdropper, thus being untrustworthy.
Then, the eavesdropped information is determined by the relay
with the best channel conditions on the link S [22], that
is

(11)

Therefore, the secrecy outage probability is defined as the
probability of the attainable secrecy capacity being below
a target secrecy rate , that is

(12)

where denotes probability.

B. Relay Selection Criterion

At the relay selection moment, the relay is chosen according
to the following criterion

(13)

(14)

IV. NUMERICAL RESULTS AND DISCUSSION

In this section, the secrecy performance of the considered
system is evaluated via Monte Carlo simulations, by illustra-
ting some sample cases. For this purpose, it is considered a
two-dimensional network topology with normalized distances,
where S and D are located at the coordinates (0; 0) and
(1; 0), respectively. The relays are clustered and co-located
at the coordinates (0.5; 0). Additionally, it is assumed that
the pathloss exponent is set to 4. Also, the target secrecy
rate is set to bps/Hz, and the transmission powers
at nodes S, D and R are considered to be equal, that is,

Fig. 2 illustrates the secrecy outage probability versus the
transmitted system SNR , for different number of relays.
Simulations were performed by considering different values
of the correlation factor and , as well as the
case with perfect CSI presented in [13]. As expected, the case

does not present impact regarding the value of as
no relay selection process is performed. For the other values
of , it is observed that the higher the value of , the better
the secrecy performance. Therefore, depending on the level of
severity of outdated CSI, the secrecy in the communication
can be significantly deteriorated. On the other hand, for a
same value of , increasing the number of relays entails a
certain loss in the secrecy performance; however, this loss
is not significant, specially for values of close to 1. It is
noticed that the case and the one displayed in [13]
are very alike even with the relay selection criterion being
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Fig. 2. Secrecy outage probability vs. , for and , with
and , and dB.

different, it shows that simpler relay selection schemes can be
used to reduce power consumption without deteriorating the
performance of the system.

Fig. 3. Secrecy outage probability vs. relative position of the relay, for
and , with , and , dB and

dB.

In order to complement the previous observations, Fig. 3
shows the secrecy outage probability versus the normalized
relay position, , for and , and different
values of the number of relays. Notice that the positions
closer to S present the worst performance, regardless of the
value of and the number of relays. This is due to the fact
that, at those positions, the first-hop relaying link experiments
good conditions, while the second-hop and jamming links are
weak. Therefore, the signal arriving at R is strong, so that the

Fig. 4. Secrecy outage probability vs. , for , and ,
and varying the levels of RSI.

probability of information eavesdropping is high, as the
considerably increases. On the other hand, for positions close
to D, the outdated CSI severely impacts the secrecy perfor-
mance of the system. In this region, for lower values of , the
performance does not present difference regarding the number
of relays. However, for values of close to 1, a significant
difference in performance is appreciated as the number of
relays increases. In that case, as the relay approaches D, the
secrecy performance improves as increases. This behavior
is due to the fact that, from midway between S and D to the
positions closer to D, both the legitimate and eavesdropper
links deteriorate, still the deterioration of the eavesdropper link
occurs at a higher rate. Therefore, the secrecy performance
improves until a certain point very close to D, where there is
a slight loss in secrecy performance. Additionally, depending
on the values of and , the best relay positions are closer
to D.

Fig. 4 illustrates the secrecy outage probability versus the
system transmitted SNR , for different levels of RSI.
Two scenarios are evaluated, the first one considers a severe
outdated CSI scenario, with , and the second one
considers an almost perfect correlation, with . It can
be observed that, for the first scenario, increasing the level of
RSI induces a significant loss on the secrecy performance.
However, for the second scenario, the RSI level does not
significantly interfere on the secrecy performance.

Finally, in Fig. 5 is shown the secrecy outage probability
versus the system transmitted SNR for different mobility
scenarios, considering that (a) nodes are moving very slo-
wly ( 0.99); (b) all nodes are moving fastly
( 0.1); (c) R moves ( 0.99,
0.1); (d) S moves ( 0.99, 0.1); (e) D moves
( 0.99, 0.1) and (f) all the scenarios it is
considered that the correlation coefficient of self-interference,

, equals to 0.99. As expected, the best performance is
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Fig. 5. Secrecy outage probability vs. , for and RSI dB,
where is the correlation coefficient of the first hop, of the second
hop and jamming signal and of the direct link.

presented when the nodes are moving slowly. On the other
hand, the worst-case scenario is presented when all nodes
present high mobility. Note that when there is only mobility
in the relays, the secrecy performance is similar to that of
the case of mobility of all nodes. In addition, when S moves,
the secrecy performance is better than when D is moving. In
addition, the movement of R is the most harmful case for
the system secrecy performance.

V. CONCLUSION

In this paper, the secrecy performance of a multiple untrus-
ted AF relay network is evaluated by considering outdated CSI
and destination-based jamming via Monte Carlo simulations.
It was observed that a severe level of outdated CSI results in
a considerable loss of the system secrecy performance, while
increasing the number of relays caused a slight deterioration
on this performance. Moreover, different positions of the relay
node caused a different impact on the secrecy performance. It
was also observed that the level of RSI impacts the secrecy
performance for the cases of severe outdated CSI. Finally,
it was verified that the scenario in which only the relay is
subject to high mobility is as detrimental as the scenario
presenting high mobility in all the nodes in terms of the
secrecy performance. Future reserches includes an extension
of the system model, i.e. the analysis of a large scale network
with multiple relays that can be trusted or untrusted where
stochastic geometric tools can be apply. Beyond that, a power
optimization problem that minimizes the SOP is also conside-
red.
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