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Artificial Fast Fading-Aided Key Agreement
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Abstract— The communication in vehicular ad hoc networks
(VANETS) is commonly divided in two scenarios, namely vehicle-
to-vehicle (V2V) and vehicle-to-infrastructure (V2I). Aiming at
establishing secure communication against eavesdroppers, recent
works have proposed the exchange of secret keys based on the
variation in received signal strength (RSS). However, the good
performance of such scheme directly depends on the channel
variation rate, being more suitable to the V2V scenario since,
in V2I, the channel commonly undergoes slow fading. In this
work we propose the use of multiple ‘“dumb” antennas in
order to artificially generate a fast fading channel so that the
extraction of secret keys out of the RSS becomes feasible in a
V2I scenario. Numerical analysis shows that the proposed model
can outperform, in terms of secret bit extraction rate, a frequency
hopping-based method proposed in the literature.

Keywords— Key agreement, security, vehicular networks, mul-
tiple antennas, channel diversity, secret key generation, artificial
fast fading.

I. INTRODUCTION

With the increase of road traffic volume in cities and
highways, the use of advanced intelligent road information
systems capable of monitoring the movements of vehicles,
such as the vehicular ad hoc networks (VANETS) [1], becomes
important towards minimizing congestion, accidents and in-
creasing safety on the roads. A general communication system
in VANETs commonly encompasses two different scenarios:
the communication between two vehicles (V2V) and between
a vehicle and a infrastructure (V2I), where the last corresponds
to a road-side unit (RSU) placed along the highway [2].

Regardless the scenario, secure communication protocols
are needed in order to protect the confidentiality of infor-
mation against potential eavesdroppers. Traditional security
approaches adopt the exchange of secret keys between the
legitimate pair of transmitter-receiver (commonly referred to
as Alice and Bob, respectively), where secure communication
is established after a key agreement between Alice and Bob.
It becomes then of paramount importance to provide secure
ways for the legitimate nodes to exchange the keys.

Traditional key agreement protocols include public key
cryptography and trusted third parties (TTP) [3]. However,
both do not fit in V2V and V2I communication. For example,
TTP requires a trusted central server which does not exist in
V2V. Also, it is also not safe in V2I due to the fact that,
even if the infrastructure is connected to a trusted central
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server, the key distribution procedure in wireless channel is not
safe. In [4], a one-way authentication public key distribution
system is presented. A symmetric key generation system is
presented in [5], with each pair of users sharing a master key,
distributed initially by a key generation authority. In [6], an
algorithm for key management is proposed, using a simple
shared key discovery protocol for key distribution. However,
the requirement for predistribution of keys may not always be
available, such as in a spot without a trusted proxy or TTP.

Unlike encryption-based traditional methods, recent works
exploit physical layer information to extract secret keys be-
tween two wireless communication devices [2], [7], [8]. The
idea behind this method is that, through the exchange of public
information, Alice and Bob can obtain reciprocal observations
of temporal and spatial randomness of the channel state
between them, which will serve as the basis for the generation
of secret keys. The security of secret keys generated by the
physical layer information of a channel is ensured by the fact
that the wireless channel between two devices is uncorrelated
from other channels [8], making the physical layer based secret
key extraction methods an alternative to existing encryption
methods for wireless mobile devices with limited resources or
without key management infrastructures.

In [2] the authors propose two methods for key agreement,
for both V2V and V2I scenarios. In the V2V, the model
uses the amount of increase or decrease in the RSS value to
identify a secret bit, instead of using the RSS value itself. Such
scheme, which we referred to as differential RSS (D-RSS),
makes use of the reciprocity and high correlation from the
channel between the legitime users. In this environment, the
rate of secret bits extracted depends on the channel variation
rate, which, due to the movement between the vehicles, has
been shown to be large enough [2]. In V2I model, one of
the participants is fixed and the channel characteristic may be
dominated by line-of-sight propagation, resulting in a more
slowly varying channel when compared to V2V method [2]
and compromising the performance of the D-RSS scheme in
this scenario. In order to overcome this issue, the authors
in [2] propose a frequency-hopping (FH)-based method to
key extraction in a slow-fading V2I scenario, which exploits
random channel-hopping mechanism to create diversity when
distributing different seed through different RSUs.

In this work, we focus on the V2I scenario and resort to
multiple “dumb” antennas [9] placed at the RSU in order to
artificially transform the aforementioned slow fading channel
into a fast fading channel, so that the extraction of secret
keys out of the RSS becomes feasible in a V2I scenario. An
important feature of the proposed multiple antenna D-RSS
(MD-RSS) scheme is that the multiple antennas placed at the
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RSU are transparent to the vehicles [9]. Our results show that
the proposed scheme can outperform the FH-based method
from [2] in terms of secret bit extraction rate in a V2I scenario.

The rest of this paper is organized as follows: Section II
describes the system model and the D-RSS and FH algorithms.
Section III presents the proposed MD-RSS scheme, followed
by numerical results in Section IV. Finally, Section V con-
cludes the paper.

II. PRELIMINARIES
A. System Model

We consider a V2I scenario composed of three nodes: one
legitimate vehicle (referred to as Alice - A), one RSU (called
Bob - B) and a malicious passive eavesdropper (Eve - F).The
frame transmitted by node ¢ € {A, B} and received by the
node j € {A,B,E},i#jis

y;(t) = hij () xi(t) +n;(t), 4))

where h;;(t) is the quasi-static fading coefficient, whose
envelop is modeled as a Rayleigh independent and identically
distributed random variable and which changes independently
from frame to frame, x;(¢) is the average unit energy trans-
mitted frame, and n;(t) is the zero-mean complex Gaussian
noise with variance sz_

B. D-RSS Key Agreement Algorithm for V2V Communication

The D-RSS scheme presented in [2] is based on channel
reciprocity theorem (which states that h,;(t) is highly corre-
lated to h;(t)) and spatial decorrelation (h;;(t) is decorrelated
from h;.(t)) property. Based on the channel variations over
time, the D-RSS scheme proposes the extraction of a secret
bit 0 or 1 according to a decrease or increase of the RSS
measured at every two instants of time. Obviously, the key
extraction rate depends on the channel variation rate.

Figure 1 (top) illustrates a period where the RSS was
collected in a multipath environment where the channels are
highly correlated (approximately 0.9120 of correlation). How-
ever, an observer, called Eve, which is in a different location
than Bob, observes different values of RSS in the Alice-Eve
channel, compared to those observed by Bob on Alice-Bob
channel, as shown in Figure 1 (bottom). It is observed that
the curves are highly uncorrelated (approximately 0.1937 of
correlation).

The D-RSS scheme from [2] is illustrated in Figure 2
and works as follows: When an increase between two RSS
measures is observed, a bit 1 is generated. When it is observed
a decrease, a bit O is extracted. This increase or decrease must
be greater than e/d where € is a rough estimation of small
fluctuations in the channel and d corresponds to the number
of segments used to obtain an average for the removal of
small fluctuations [2]. If the increase or decrease is lesser
or equal than €/d, no bit is generated, and we represent the
indertemination by using the question mark symbol.

After performing the collection of a set of secret bits,
Alice informs Bob about the positions where the samples
were used to generate her secret bit, not the bits themselves.
From these positions, Bob chooses the locations where he also
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Fig. 1. Figure on top is an example of high-reciprocity of the channels.

Figure on the bottom illustrates an example of poor channel reciprocity. Figure
adapted from [2].
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Fig. 2. Example of D-RSS key agreement scheme. Figure adapted from [2].

managed to extract secret bits and responds to Alice. Eve,
however, should get the same values that Alice and Bob in
the same positions chosen by both to compose the secret key.
An example can be observed in Figure 2. Failure to extract
a single secret bit prevents composing the necessary key to
compromise the communication security between Alice and
Bob. Thus, increasing the number of bits necessary to compose
the secret key, it decreases the chance of Eve obtaining all bits
in the instants of time selected by Alice and Bob, reducing the
likelihood of Eve obtaining the secret key.

Secure Extraction Rate: We define the secure extraction
rate, in bits per second, as the maximum rate a scheme can
extract secret bits that are secure from Eve, that is, the bits
that both Alice and Bob have simultaneously obtained but Eve
has not. Every secret key or seed that was obtained by Eve is
discarded, but the time it required to be generated impacts on
the extraction rate.

1) FH-based Key Agreement Algorithm for V2I Commu-
nication: As presented in [2], the D-RSS scheme presented
in the previous subsection does not perform well in situation
where the channel variations are not fast enough, as is the
case of the V2I scenario with slow fading. Thus, the au-
thors of [2] propose another key agreement scheme to V2I,
which is based on the frequency hopping (FH) method. In
the FH-based scheme, both Alice and Bob randomly select
a channel to establish communication out of the set of ¢
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available channels. Everyone can communicate on multiple,
non-interfering channels, but can only receive on a single
channel at a given time. If they are on the same channel,
the key information (seed) is transferred successfully and Bob
sends an acknowledgment signal (ACK) to Alice. Otherwise,
there is a timeout. Alice and Bob select other channels and
repeat the process, where Alice uses different seeds for each
transmission attempt. If Alice receives an ACK, she knows
that the seed can be used. If not, she drops the seed. The
probability that Alice and Bob are in the same channel is then
p = 1/c. The probability of Eve listen to the seed received
by Bob is p. = 1/c. According to [2], to obtain a high level
of security the scheme requires a large number of channels,
which is impractical due to hardware constraints and the time
required for a successful seed exchange increases with the
number of channels. To address this problem, it is introduced
a multiagreement scheme, where Alice and Bob will repeat
the seed agreement multiple times. The process ends when
Bob receives s seeds. In the end, Bob selects all the seeds and
uses an XOR operation to form the secret key. Which seeds
were used is known to the server, allowing it to perform an
XOR operation on the same seed set and retrieve the key. On
the other hand, if Eve miss a single seed, she cannot form the
same key.

The security in the FH is determined by the number of
available channels c for transmission and the amount of seeds
s used to compose a secret key. The probability function for
Alice and Bob generate a secret key after z exchange attempts
becomes a Pascal distribution [10]:

Py (z) = (’f;f _ i) p(1=p), @

where p = 1/c¢ and the number of seed exchange attempts is
expected to be
ElZ] =2 = se. 3)
p
The probability for Eve generating the final key is p. =
(1/c)°. Also, the seed’s size determines the bit extraction
rate, since a whole seed is transmitted in each transmission.
The seed containing more bits will generate a final secret
key with more bits, therefore safer. However, even when Eve
does not overhear the entire seed, she can still get some
information from the incomplete data [10]. So, the longer the
seed transmission takes, the higher the possibility that the seed
will be exposed.

III. PROPOSED SCHEME

Our proposal is to place multiple antennas at the RSU in
order to artificially induces fast fading in the V2I scenario. The
proposed scheme, which we refer to as MD-RSS, adopts the
concept of multiple “dumb” antennas introduced in [9]. The
term dumb comes from the fact that the multiple antennas are
completely transparent to the users (in our case, the vehicles).
Figure 3 shows an example of a slow fading channel, before
and after applying the MD-RSS scheme.

Considering a system with /N transmit antennas at the base
station and A} () the complex gain of the channel between
nodes ¢ and j regarding the n-th antenna, in time slot ¢. The
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Fig. 3. Example of a channel, before and after being applied the MD-RSS
scheme to transform a slow channel into a fast fading channel.
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Fig. 4. Model of two antennas transmitting the same signal with time-varying
phase and power. Figure adapted from [9].

RSU transmits the same frame x;(¢) by all the antennas, after
multiplying it by a complex number /v, (t)e’ n(t) at antenna
n, forn =1, ..., N, such that ETJLI ap(t) = 1, preserving the
total power transmitted. This is illustrated in Figure 4 for the
particular case with N = 2.

The signal received by the user j is then given by:

y;(t) = <Z Ve (t)el ) h;?;(t)) x;(t) +n;(t), (4

where «,(t) and 0,,(t) are the power fractions and phase
shifts allocated to each transmit antenna, respectively. The gain
of the average channel seen by receiver j is:

N
hij(t) =Y o) Oh(t). (5)
n=1

Thus, by varying these values over time - «,(t) varies
between 0 and 1 and 6,,(t) between 0 and 27, one can induce
fluctuations in the mean channel even if the fluctuations in
the channel h;;(t)’s gains are very small. The rate of o, (t)
and 6,,(t) in time is defined in the system specification and
should be sufficiently slow and occurring on a time scale
that allows the channel to be estimated reliably by users and
with SNR feedback. Measuring individually channel h;;(¢)’s
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Size of the secret key (bits)

Fig. 5. Chance of Eve getting the secret key as a function of the Alice-Eve
correlation and the size of the secret key, for e = 3, d = 1 and N = 2
antennas.

gains is not required - phase or magnitude, since the existence
of multiple transmission antennas is completely transparent
to the receiver, where a single pilot signal is required for
channel measurement. The pilots symbols are repeated by each
transmitting antenna, just like the data symbols.

Factors influencing safety in RSS model with multiple
antennas are the degree of correlation between Alice-Eve
channel and the size, in bits, of the secret key. The correlation
between the Alice-Bob channel determines the extraction rate
of secret bits. In the RSS method with multiple antennas,
the correlation of the channel between Alice and Eve will
determine at which points of time Eve can extract secret bits
from the received signal. However, these bits only have value
when both Alice and Bob can extract them properly as well.
Thus, the more correlated is the channel between Alice and
Eve, the greater the chance, at a given time, that Alice, Bob
and Eve all extract the same secret bit.

I'V. NUMERICAL RESULTS

In this section we provide some numerical results and
discussion on the performance of the MD-RSS and FH key
agreement schemes. We evaluate the frequency and sampled
channel coefficients with their correlation matrices and nu-
merically calculate the empirical secure secret bit extraction
between Alice and Bob, based on our simulated time domain
channel coefficients, for different channel environments.

Figure 5 presents the chance of Eve getting the secret key as
a function of both the correlation Alice-Eve and the size of the
secret key. As expected, Eve’s capability in getting the secret
key is severely reduced with the reduction in the correlation to
Alice’s channel. Moreover, it can also be seen that increasing
the size of the secret key also reduces the chance of Eve
extracting all the bits at the same time slots that Alice and
Bob.

In the following results, we set the target secure secret key
extraction error rate to be equal 1075, For this value, the
relationship between the number of channels ¢ and minimum
number of seeds s for the FH scheme is presented in Figure 6.
Thus, we adopt the pairs (¢ =3,s = 11) and (¢ = 10,8 = 5)
for the FH scheme in what follows.

The secure bits extraction rate between the MD-RSS and FH
schemes is compared in Figure 7, where we set the FH to have

Number os seeds required

O NWh OO N®O©
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Number of channels

Fig. 6. Number of seeds s required for each number of channels ¢ available
in order to keep the secure secret key extraction error rate under 10~°.
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Fig. 7. Number of secure bits extracted per second as a function of the

number of antennas at the transmitter.

2 transmission per second, and each seed is 128 bits long. For
the MD-RSS scheme, we assume 19,37% channel correlation
between Alice and Eve, secret key is also 128 bits long and we
vary the number of antennas N from 1 to 10. Comparing the
D-RSS scheme (which is equivalent to the MD-RSS scheme
with NV = 1 antenna) to the FH scheme, we can see that with
the use of a single antenna the extracted bit rate is much lower
than FH. However, as the number of antennas increases, there
is a gain in rate, even with only two antennas. Nevertheless, it
should be noted that such gain is not directly proportional to
the number of antennas, that is, it can be observed that after
a certain number of them, the bit rate tends to a finite ceiling
value. Note also that the bit extraction rate for the frequency
hopping method is not dependent on the number of transmit
antennas and for two or more antennas, the MD-RSS scheme
outperforms the secret bit extraction rate of FH.

For the next results, unless stated otherwise, we evaluate
the MD-RSS by adopting N = 2 antennas, secret key 128
bits long and channel correlation between Alice and Eve set
to 19,37%. In Figure 8 we evaluate the secure secret bit
extraction rate versus the number of available channels ¢, for
both MD-RSS (which does not depend on c¢) and FH schemes,
considering that size of the seed € {64, 128,256} bits and we
are varying the number of available channels ¢ from 3 to 10.
Even tough the MD-RSS scheme presented small change of
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Fig. 8. Number of bits extracted per second, varying the number of frequency
hopping’s channels.

25—
\
i
% 20—
2 |
N
) \
© 151y al
< L MD-RSS
] o — — —FH (c=3)
g N — - — FH (c=10)
X 10 v N il
e ! »
3 \ AN
3 51 N T~ i
o T -
o ‘ ‘ R b Sl ettt SR
5 10 15 20 25 30 35 40

Number of seeds to compose a key

Fig. 9.  Number of bits extracted per second, varying the number of seeds
used to compose a key.

rate for different seed sizes, one can see that it provide a
better secure secret bit extraction rate than the FH scheme,
regardless the number of channels as well as the seed sizes
under consideration. We can also note that increasing the
number of channels in FH decreases the bit extraction rate
decreases, while increasing the size of the seed offers better
bit extraction rate.

Another variable that influences in the performance is the
number of seeds s required to form the secret key. This is
illustrated in Figure 9. It can be seen that the number of
extracted bits per second is constant for the MD-RSS, but
the rate decreases for the FH as more seeds are need. Also,
increasing the number of channels ¢ reduces the extraction
rate. As the results show, the MD-RSS presents a higher
extraction rate than FH. However, for ¢ = 3 and s < 3, the FH
results in better secure extraction rate, but greatly at the cost
of security, since it is required at least s = 11 to guarantee
the 10~° error rate.

Finally, we compare in Figure 10 the two methods by
varying the size of the seed up to 512 bits. For the FH model
we note an increase of the rate as we increase the size of
the seed, in bits, as expected. We can see that, for seeds
over approximately 494 bits in size, ¢ = 3 and s = 11, the
FH method has a better bit rate than the MD-RSS scheme.
However, according with [10], the longer the seed transmission
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Fig. 10. Number of bits extracted per second, varying the size of the seed
used to compose a key.

takes, the higher the possibility that the seed will be exposed.

As illustrated by the various forms of comparison, the
proposed MD-RSS scheme, even with only two transmit
antennas, is capable of outperforming the FH scheme in the
bit extraction rate in a V2I scenario.

V. FINAL COMMENTS

In this paper, we proposed the use of multiple dumb
antennas in a RSU of a V2I network in order to artificially
increase the channel variation, turning a slow fading channel in
a fast fading channel. This enabled us to apply a key agreement
algorithm based on the channel variation (which we call MD-
RSS) to the aforementioned scenario, showing that it is capable
of outperforming a recently proposed frequency hopping-based
scheme in terms of secure bit extraction rate.
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